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Introduction 
Police and judicial databases are filled with sensitive information, as all police 

data on persons can be considered sensitive, whether its use violates privacy or 

not. Depending on the context, the mere fact that someone appears in a police 

database may in itself be sensitive information. Nevertheless, most citizens are 

unaware of the extent to which their personal data are processed by police and 

judicial authorities. This naivety plays into the hands of those who favour (new) 

security policies that infringe fundamental rights.2

Data protection rules with specific guarantees originally developed in the 1970s 

to complement traditional privacy protection. However, the essence of current 

data protection is most adequately reflected by Article 8 Charter of Fundamental 

Rights of the European Union, where data protection is introduced as a 

fundamental right separate from the right to privacy. According to Article 8(2) 

of the Charter:

data must be processed fairly for specified purposes and on the basis of the 

consent of the person concerned or some other legitimate basis laid down 

by law. Everyone has the right of access to data which has been collected 

concerning him or her, and the right to have it rectified.

The Charter’s Article 8(3) states that ‘[c]ompliance with these rules shall be 

subject to control by an independent authority’. 

Although data protection rules and data protection authorities control the 

processing of personal data by police forces in Europe, processing of personal 

data by judicial authorities has traditionally received little attention. This focus 

of personal data protection on police data has a certain logic. On the one hand, 

the presence of magistrates makes data protection guarantees less needed and 

data protection authorities more reluctant to interfere with the work of what is 

a separate constitutional branch. On the other hand, it has to be noted that data 

used in the criminal process are already controlled by the parties involved, who 

can challenge their correctness. As police use of personal data cannot always be 
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challenged by the parties, because it does not always lead to court procedure, 

specific control is a necessity. The urgency of this necessity is heightened when 

police forces start exchanging their own data with foreign colleagues or with 

supranational bodies, such as Interpol or Europol. If wrong or inaccurate, data 

can be corrected in a closed context (eg, a national state). The situation is 

different in an open system where actors ignore the use of data by other actors. 

The EU is gradually involving itself in data protection in general and in data 

protection of personal police and justice data in particular, in the framework 

of the more intense cooperation between police and judicial actors3 required 

by a closer Union. The cooperation between police and judicial authorities at 

EU level has indeed become the focus of legal activity and discussions within 

Europe, and it is foreseen as an expansion of the cross-border exchange of 

information, sharing data stored in national files subject to the principle of 

availability. 

For institutional reasons, the 1995 EC directive on data protection excluded 

from its scope the processing of data by justice and home affairs authorities. 

Before (Schengen) and after this date (Eurojust, Europol) all European initiatives 

involving any data processing by police and judicial actors had foreseen 

specific data protection rules, resulting in a fragmented body of regulations. 

In October 2005, the European Commission finally presented a proposal for 

a Council framework decision on the protection of personal data processed 

within the framework of police and judicial cooperation in criminal matters 

(the framework decision). Nevertheless, we would be surprised if this proposal, 

once voted, succeeded in guaranteeing a more harmonised set of regulations 

and strengthened civil liberties in Europe. Today’s times are not well suited 

for privacy-friendly regulations, and there is actually some ground for sceptics 

advising not to regulate today but to wait for more balanced times.4 This position 

contrasts with the position taken by the European Data Protection Supervisor 

(EDPS) in 2006. Recognising the negative current debate – in which data 

protection and privacy advocates are wrongly criticised for hindering security 

policies – he urges rapid adoption of a framework decision on data protection 

in the area of justice and home affairs (the third pillar) to accommodate and 

balance newly proposed security policies (such as the principle of availability 

(infra)) that infringe human rights and to establish a coherent framework before 

these new policies and the instruments that relate to them are developed.5

This chapter offers an overview of the beginnings of data protection and its 

legal and institutional development on the international level and the level 

of the EU, outlining initiatives for the exchange of data within police and 
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judicial cooperation in criminal matters, as well as the lack of a proportional 

development of data protection regulations in the field. The chapter concludes 

with a critical assessment of the proposed framework decision. 

Development of national data protection 
Modern data protection was first discussed in the US in the 1960s, for two major 

reasons,6 one technical and the other socio-political. Firstly, the development 

of computers offered a new dimension to the processing and storing of data, 

proportional to the increasing use of computers in the public and private 

sectors. Secondly, the Civil Rights Movement was calling for profound changes 

within society, combined with an increasing fear of governmental surveillance 

– a ‘Big Brother’ – by means of this new tool.7 The concerns for personal data, 

identified by US scholars, were shortly after mirrored in Europe8, leading to 

legislative action. The first ever law on data protection was enacted by the 

German Federal State of Hesse in October 1970. It was followed by national data 

protection laws in Sweden (1973), Germany (1976), France (1978), Denmark 

(1978), Norway (1978), Austria (1978) and Luxembourg (1979). None of these 

initial laws could be based on any role model; they all had to be innovative in 

their own right. In the following years, data protection legislation was enacted 

by the United Kingdom (1984), Finland (1987), the Netherlands (1988), Portugal 

(1991), Spain (1992), Belgium (1992), Italy and Greece (1997).9 

All these European laws regulate data protection in general, including in their 

scope the (electronic) processing of personal data in both the private and public 

sectors.10 This comprehensive approach contrasts with the more specific strategy 

followed in the US and other non-European states, where data protection is 

regulated only for certain fields, eg, credit reporting11 or debt collection12. 

Although this sector-specific approach might allow for the adoption of more 

differentiated sets of rules, it has the disadvantage of creating loopholes in 

the legislation. It has to be noted, nevertheless, that in recent years most 

European countries have complemented their general data protection laws 

with more sector-specific laws, for instance in the area of telecommunications, 

employment or video surveillance. 

All European laws apply to the automatic processing of personal data, excluding, 

therefore, personal data manually processed and not held in a relevant filing 

system (for instance data kept in unstructured bundles in boxes). Although all 

European laws apply to the processing of data of individuals, only some of them 

extend the protection to the data of legal entities. The right to data protection 

applies to all personal data. It is not limited to data related to the private or 
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family life of a person, as there is general consensus on the idea that, due to 

modern technology, no data can, per se, be considered harmless13. However, EU 

member states have developed their data protection legislation from opposing 

perspectives: whereas some countries, eg, Germany and Austria, assume that 

the processing of data is prohibited if not explicitly permitted, others, such as 

France, generally permit the processing of data unless specifically prohibited.

Development of European data protection14 
The 1981 Council of Europe Convention and its recommendations  
In 1981, the first European-wide common ‘model law’ was introduced: the 

Council of Europe’s Convention for the Protection of Individuals with regard to 

automatic processing of personal data (known as the 1981 Convention)15, which 

came into force on 1 October 1985 for the members who had ratified it. The 

Convention was the first internationally binding instrument on data protection 

and formed an important point of orientation for all the subsequent national 

data protection laws. 

Its aim is to protect the individual against abuses that may accompany the 

collection and processing of personal data. At the same time, it seeks to 

regulate the cross-border flows of personal data. According to Article 2(a) of the 

Convention, ‘”personal data” means any information relating to an identified 

or identifiable individual (“data subject”)’. The Convention is applicable to 

automated personal data files and automatic processing of personal data in the 

public and private sectors. In addition to providing guarantees in relation to 

the collection and processing of personal data, it also outlaws the processing of 

‘sensitive’ data on a person’s race, politics, health, religion, sexual life, criminal 

record, etc, in the absence of proper legal safeguards. It enshrines the individual’s 

right to know that information is stored on him or her and, if necessary, to have 

it corrected. Restrictions to the rights laid down in the Convention are only 

possible when overriding interests (eg, protecting state security, public safety, 

the monetary interests of the state or the suppression of criminal offences) are 

at stake. The Convention also imposes some restrictions on transborder flows of 

personal data to countries where legal regulation does not provide equivalent 

protection. 

The Council of Europe Convention creates the possibility for the member states 

to extend its scope to personal data files not processed (ie, collected and further 

used) automatically. This possibility becomes binding in the European directive, 

as we will see below. There is yet another striking difference between the 1980 

OECD Guidelines and the 1981 Council of Europe Convention: whereas the 
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former does not refer to the idea of supervisory data protection committees, the 

latter introduces those committees as a way of permitting international data 

protection cooperation.16

The human rights approach to data protection in the 1981 Convention is 

undisputed. Indeed, no reference is made to economic reasons to harmonise 

data protection rules. Moreover, hard rules, such as the principled prohibition 

from processing sensitive personal data on top of the ‘normal’ protection of 

personal data, suggest a genuine concern for privacy and values, such as equality 

and non-discrimination.17

The 1981 Convention has been amended by two additional protocols. The 

first concerns the provision for supervisory authorities responsible for ensuring 

compliance with the measures in domestic law giving effect to the Convention. 

Furthermore, the same protocol provides that transfer of data to recipients 

not subject to the Convention shall only be possible if an adequate level 

of protection is assured.18 The second protocol amends the Convention by 

allowing the European Communities to accede as such19, because, before the 

amendment, only states could be parties. 

The Convention is open to any country, including those which are not members 

of the Council of Europe,20 and to date it has been ratified by 37 member 

states21. It still remains the only binding international legal instrument with a 

worldwide scope of application in this field. 

In addition, the Convention and its amending protocols have continuously 

influenced European regulation in other contexts such as, for instance, the 

discussions concerning the Schengen Agreement of 14 June 1985 and its 

implementing Convention of 1990.22 

Recommendation No R (87) 15 and Recommendation No (92)1 
Several non-binding recommendations have been enacted by the Council of 

Europe to apply the general data protection principles of the 1981 Convention 

to specific areas of interest.23

Special indication for the field of police and judicial cooperation was given in 

the Council of Europe’s Recommendation No R (87) 15 regulating the use of 

personal data in the police sector (Recommendation No R (87) 15)24, which had 

particular significance for the later discussions on the Schengen Convention. 

The principles contained in the recommendation apply to the collection, 
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storage, use and communication of personal data for purposes subject to 

automatic processing. ‘Personal data’ covers any information relating to an 

identified or identifiable individual.25 The collection of personal data for police 

purposes should be limited to such extent as is necessary for the prevention of 

a real danger or the suppression of a specific criminal offence, any exception 

to this provision requiring specific national legislation. The recommendation 

proposes several guidelines for the communication of police data to third parties 

(other public bodies, private parties, and foreign authorities). Like the 1981 

Convention, the recommendation asks for the prohibition of the collection of 

data on individuals solely on the basis that they have a particular racial origin, 

particular religious convictions, sexual behaviour or political opinions or belong 

to particular movements or organisations proscribed by law.26 

Additionally, the recommendation asks for each member state to have an 

independent supervisory authority outside the police sector which should be 

responsible for ensuring respect for the principles contained within it.

In 1992, another important recommendation saw the light: Recommendation 

(92)1 on the use of DNA analysis within the framework of the criminal justice 

system. This recommendation applies to the collection of samples and use of 

DNA analysis for the purposes of the identification of a suspect or any other 

individual within the framework of the investigation and prosecution of 

criminal offences. It regulates the taking, use and storage of samples collected 

for DNA analysis, recourse to DNA analysis, the accreditation of laboratories and 

institutions and control of DNA analysis, for which member states are asked to 

standardise their methods. Transborder communication on the conclusions of 

DNA analysis should only be carried out between states complying with the 

provisions of the recommendation and, in particular, in accordance with the 

relevant international treaties on exchange of information in criminal matters 

and with Article 12 of the 1981 Convention. With regard to data protection, the 

recommendation refers to the standards laid down in the 1981 Convention and 

in the recommendations on data protection and, particularly, Recommendation 

No R (87) 15. 

Recommendation No R (87) 15 remains a crucial instrument for understanding 

data protection in the sphere of justice and home affairs. We believe that it 

should be a starting point for all initiatives within the EU aiming to create more 

binding rules. It is, however, questionable whether this starting point can be 

maintained without modification, as the general tone of the recommendation 

is one of reactive and prudent policing, whereas today’s police models are based 
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on more proactive concepts, such as profiling and the use of intelligence.27 

Guidelines in the recommendation limiting police data gathering to what is 

necessary to prevent (only) ‘real’ danger28 are far too restrictive for contemporary 

police practices, or, to put it differently, they create a tension with some of the 

claims voiced by the security community.

Recommendation No R (87) 15 has already been evaluated three times (in 

1994, 1998 and 2002 respectively), and evaluation will continue on a four-

yearly basis.29 The third (most recent and available at the time of this chapter) 

evaluation report focused mainly on the issues of distinction between judicial 

and police data (that have become increasingly blurred in the meantime), the 

use of files (distinction between permanent files and ad hoc files for particular 

crimes), the finality principle (further use of ad hoc files), data quality (categories 

of persons on whom data may be stored, length of storage and data deletion) 

and data transfers to third countries (which do not ensure an adequate level of 

protection). Nevertheless, 

this third evaluation should not recommend any revision of Recommendation 

No. R (87) 15 regulating the use of personal data in the police sector, in 

view of the fact that it was considered that the principles laid down by this 

Recommendation are still relevant today and continue to provide a basis for 

the elaboration of regulations on this issue and serve as the point of reference 

for any activities in this field. 

Development of data protection in the EU 
An initial lack of interest and data protection 
The European Commission has dealt with questions of automatic data 

processing since the beginning of the 1970s as indicated, for instance, by the 

1973 communication of the Commission to the Council on the Community 

Policy on Data Protection.30 Data protection, however, only became an issue in 

1977.31 Meanwhile, the European Parliament had also begun to be interested 

in the automatic processing of data and, contrary to the Commission, it was, 

from the beginning, also concerned about data protection issues. In 1974, the 

European Parliament asked for a directive on data processing and freedom,32 

and in 1976 it requested its Committee on Legal Affairs to establish a catalogue 

of measures for data protection.33 In 1979, the European Parliament adopted 

a resolution,34 which asked the Commission to establish provisions for data 

protection. However, the Commission did not respond to this resolution, 

referring instead to the contemporaneous establishment of the Convention on 

Data Protection of the Council of Europe.
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With regard to the activity of the European Community in this area, the 

Commission did not change its passive and inactive attitude. Although several 

reports and initiatives35 underlined the necessity of a regulation of the European 

Communities, no concrete actions were taken apart from some diffident 

attempts in 1985, such as the establishment of the Legal Observatory, which 

did not bear any results. Up until 1989, no legally binding provisions had been 

established for data protection by the European Communities, which offered 

a rather incomplete and incoherent picture in the field. Some member states 

still did not have any data protection laws at all (Belgium, Spain, Italy, Greece), 

and the laws that had been established by the other member states varied 

immensely. As Convention 108 was implemented in national law, differences 

in detail on the national level did not disappear, but, instead, became more 

apparent. The substantive provisions and procedural requirements giving effect 

to the same basic principles could be quite different. 

This phenomenon threatened the development of the internal market in 

the EU, especially where the delivery of public or private services depended 

on the processing of personal data and the use of information technology, 

either nationally or across borders. Member states without any regulations 

could provide data at a reduced rate, resulting in different market conditions. 

Further disadvantages arose for cross-border businesses within the European 

Community. Finally, the principle of the European Community as an area 

without borders, reinforced by the Single European Act of 28 February 1986,36 

asked for a common binding EC-wide regulation. Whereas the European 

Parliament did not have the power to implement it, the Commission seemed to 

lack the will to do so.

Schengen and Prüm 
The first European-wide regulations in the field of data protection developed 

outside the European Community, in the framework of the Schengen process. 

Beginning with the 1985 Schengen Agreement,37 and the Convention of 1990 

implementing the Schengen Agreement,38 the so-called ‘Schengen Area’ opened 

new possibilities for the processing and protection of data. The Schengen 

Convention represented not only the abolition of checks at internal borders, 

but also various new regulations for the communication of personal data. In 

this sense, it contained major improvements, such as rules on police exchange 

of data, cross-border surveillance and hot pursuit across the national borders. 

Furthermore, it established the Schengen Information System (SIS).

C h a p t e r  6  -  D a t a  p r o t e c t i o n  i n  t h e  t h i r d  p i l l a r



C r i m e ,  r i g h t s  a n d  t h e  E U :  t h e  f u t u r e  o f  p o l i c e  a n d  j u d i c i a l  c o o p e r a t i o n J U S T I C E

129

The importance of the Schengen Convention for data protection is considerable. 

Firstly, Schengen forced countries such as Belgium, which until then did not 

have a national data protection law, to adopt one. Each contracting party was 

supposed to adopt those national provisions necessary to achieve a level of 

protection at least equal to that resulting from the 1981 Convention (Article 126 

Convention implementing the Schengen Agreement). 

Secondly, there is an important role for data protection. General questions 

of data protection are answered by a reference to the Council of Europe’s 

Convention of 1981 and to Recommendation No R (87) 15. In addition, specific 

questions of data protection are answered in concreto in the Convention. Most 

aspects of data exchange, including non-digital data exchange, have been 

complemented with data protection provisions.39 Regulations on the protection 

of data have been made under Chapter III of the Schengen Convention, stating, 

in Article 117, that

a level of protection of personal data at least equal to that resulting from the 

principles laid down in the Council of Europe Convention for the Protection 

of Individuals with regard to Automatic Processing of Personal Data of 28 

January 1981 and in accordance with Council of Europe’s Recommendation 

No. R (87) 15 regulating the use of personal data in the police sector shall 

be achieved.

Specific rules regarding police cooperation and the exchange of personal data 

under the Schengen Convention were provided for in Article 129, which also 

refers to Recommendation No R (87) 15.

Thirdly, Schengen established the Schengen Joint Supervisory Authority (JSA) 

composed of representatives of national supervisory authorities and competent 

for monitoring the application of the Convention’s provisions relating to the 

SIS, to deliver opinions and to harmonise its legal practice and interpretation 

at national level.40 With Schengen, the idea that international data sharing had 

to be complemented with international cooperation regarding data protection 

became reality. The Schengen JSA has served as a model for the design of the 

other joint supervisory authorities that are currently working in the third pillar 

(infra). 

The Schengen Convention is, however, not a data protection instrument in itself. 

On the contrary, it wants to facilitate data exchange between law enforcement 

actors and, in that respect, it has been groundbreaking. Article 39 of the 
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Convention contains a very strong suggestion, according to which ordinary 

police officers are allowed to exchange police data without the intervention of 

the magistrates, as had been the rule in the traditional European law of criminal 

cooperation. Article 39, paragraph 1 of the Schengen Convention states that 

The Contracting Parties undertake to ensure that their police authorities 

shall, in compliance with national law and within the scope of their powers, 

assist each other for the purposes of preventing and detecting criminal 

offences, in so far as national law does not stipulate that the request has 

to be made and channelled via the judicial authorities and provided that 

the request or the implementation thereof does not involve the application 

of measures of constraint by the requested Contracting Party. Where the 

requested police authorities do not have the power to deal with a request, 

they shall forward it to the competent authorities. 

Of course, there are barriers to free exchange of police data in this provision, 

but they proved to be more or less formal, since most national legislation did 

not explicitly contain regulations on the division of labour between the police 

and the judiciary regarding cross-border exchanges of data.41 In countries such 

as Belgium, the Schengen Convention was, therefore, seen as a sui generis legal 

basis for the police to exchange data,42 although the second paragraph of the 

Convention bears a limitation to this practice that is convincingly clear to all 

actors involved and has, therefore, gained the status of ius commune in police 

practices: 

Written information provided by the requested Contracting Party under 

paragraph 1 may not be used by the requesting Contracting Party as evidence 

of the offence charged other than with the consent of the competent judicial 

authorities of the requested Contracting Party. 

The Convention also introduced the Schengen Information System (SIS): a 

computer-based tool containing different categories of data on persons and 

objects (missing persons, wanted persons, stolen vehicle or firearms, etc) 

which are signalled by national central police authorities. Where a local law 

enforcement authority finds the objects (through a routine road check, for 

example), it has to take action associated with the alert (arresting the person, 

seizing the vehicle, etc). The SIS is, however, more than just a police tool. The 

alert system can also be used for border checks and other customs checks, for 

traditional judicial cooperation, for use by secret services and for the purposes of 

issuing visas, residence permits and the administration of legislation on aliens. 
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The Schengen alert system is based on a hit/no hit logic. A police officer 

searching the database will only know whether a vehicle or a person is 

registered, but without further inquiry he or she will not know much more, 

but will have to make further inquiries using other channels. Hence, the full 

file is not transmitted in the system. This goes some way towards protecting a 

data subject’s privacy. However, there is a certain risk: that a hit indicates that 

someone is ‘in’ a police database and this may already be sensitive information. 

It is possible to think of situations in which knowledge of a hit is more risky 

than full knowledge of a file.43

The 2005 Prüm Treaty 
We will return to the Schengen machinery below. Here, we wish to draw 

attention to the fact that whenever member states feel that cooperation and data 

exchange are in need of intensification, they might opt for non-EU initiatives 

whenever the EU is not felt to be the most appropriate forum. Schengen offers 

a first illustration of this. A more contemporary example is the Treaty signed 

between seven member states, on 27 May 2005, in Prüm44 on enhancing cross-

border cooperation, in particular to combat terrorism, cross-border crime, and 

illegal immigration. Like Schengen, it is a Treaty that is open to other member 

states.45 

Judged by EU standards, the Treaty contains both first and third pillar ingredients. 

The former includes provisions regarding document advisers,46 sky marshals,47 

and return measures.48 The latter concerns operational police cooperation 

measures, such as joint patrols,49 transferring sovereign powers to police forces 

of other contracting states, or assistance in the case of large-scale events.50 

Furthermore, the exchange of data concerning potential terrorist perpetrators 

and hooligans is regulated.51 The most important part of the Treaty concerns 

the facilitation of the exchange of the following types of data: DNA profiles, 

fingerprints, vehicle registration (supply of any available further personal data 

and other information relating to the reference data will be governed by the 

national law, including the legal assistance rules, of the requested contracting 

party), non-personal and personal data.52 For the purposes of the supply of the 

data, each contracting party must designate a national contact point. The Prüm 

Treaty introduces far-reaching measures to improve information exchange, 

and is open for any other member state to join. As regards the processing of 

personal data, each contracting party is asked to guarantee a level of protection 

of personal data in its national law at least equal to that resulting from the 

Council of Europe’s 1981 Convention and in doing so, to take account of 

Recommendation No R (87) 15.53
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Although the Prüm Treaty is not uncontroversial, criticism has generally not 

focused on its content. Prüm is not based on a hit/no-hit system or on the 

principle of availability. No identifying data is transmitted. The Treaty only 

allows for comparison of non-identifiable data (eg, ‘is DNA profile X in your 

database?’). Whenever identifiable data needs to be exchanged, classical channels 

of international cooperation in criminal law (controlled by the judiciary) have 

to be used.54 The main critique presented against it is the choice of a separate 

instrument outside the traditional EU framework, avoiding, therefore, oversight 

by the European Parliament and the Court of Justice.55 From a data protection 

point of view, this critique needs to be complemented with the observation that, 

contrary to Schengen, the Prüm Treaty does not foresee any monitoring of data 

exchanges by data protection authorities, nor European cooperation between 

them. The citizen does not find in Prüm a clear answer to the question ‘how 

can I control the use made of my data by law enforcement authorities in other 

Prüm member states’? Moreover, there will not be any annual reporting on a 

supranational level to, for instance, the European Parliament, as is currently the 

case with Schengen, Eurojust and Europol. 

Directive 95/46/EC (the 1995 Data Protection Directive) 
In 1995, after five years of discussion, the first and major instrument for data 

protection was established on a European Community level by Directive 95/46/

EC on the protection of individuals with regard to the processing of personal 

data and on the free movement of such data (Directive 95/46/EC), which 

regulates the processing of personal data (defined as any information relating 

to an identified or identifiable natural person56) by laying down guidelines 

determining when the processing is lawful and prohibiting the processing of 

special categories of data (eg, personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership, 

and data concerning health or sex life). The directive specifies the information 

to be given and the rights of the data subject and establishes a series of other 

guidelines concerning the quality of the data, the legitimacy of the data 

processing, the data subject’s right of access to data, the right to object to the 

processing of data, confidentiality and security of processing, the notification 

of processing to a supervisory authority and the right to a judicial remedy. 

Transfers of personal data from a member state to a third country are authorised 

only if the third country can guarantee an adequate level of protection. 

However, member states are also granted the right to adopt legislative measures 

to restrict the scope of the obligations and rights provided for in the directive, 

for instance for the safeguard of investigation, detection and prosecution of 

criminal offences. Member states are also asked to provide that one or more 
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public authorities (supervisory authorities) monitor the application within their 

territory of the provisions adopted pursuant to the directive. 

However, the directive remains within the framework of the first pillar since it 

explicitly does not apply to the processing of data in the course of an activity 

which falls outside the scope of Community law, such as those provided for by 

Title VI TEU (Article 3 (2)) – the third pillar. However, from 1995, the directive 

caused a wave of reform of the then existing data protection laws in the member 

states and, in most cases, the reforms were of a general nature, affecting data 

protection principles that apply to all processing, including processing done by 

the police and the judiciary. One could, therefore, assume, although this still 

needs to be demonstrated that, due to the directive, differences between legal 

provisions of the member states were reduced, including differences with regard 

to justice and home affairs.

Moreover, Under Article 29, the directive established a unique European group 

of data protection Commissioners (hereafter called the ‘Article 29 Working 

Party’). The Article 29 Working Party has played an important role, not only 

at Community level, but also regarding third pillar issues. Indeed, although 

originally configured by a first pillar instrument and as a first pillar body, 

the Article 29 Working Party acted as the watchdog for EU data protection in 

general57 – until the establishment of the European Data Protection Supervisor 

(EDPS) (infra) in 2004. It has established close cooperation with the EDPS, who 

is actually a full member of the Working Party, as well as with the JSA under the 

Schengen Convention.58 It has intervened and called world attention to crucial 

data protection issues with third pillar relevance, such as the PNR case (infra) 

and the Swift case, and has advised the European Parliament on the regulation 

of data retetention (infra).

Article 286 TEC and Regulation (EC) No 45/2001 
Although Directive 95/46/EC provided for comprehensive principles of data 

protection at the level of the European Community, it only applied to member 

states, since only member states can be addressed by a directive (Article 249 III 

(ex-Article 189) TEC). In consequence, the directive did not cover the processing 

of data by organs of the European Community. To solve this problem, the Treaty 

of Amsterdam introduced in 1999 into the Treaty of the European Community 

Article 286 (ex-Article 213b), which states that Community acts on the 

protection of individuals with regard to the processing of personal data and the 

free movement of such data should apply to the institutions and bodies set up 

by, or on the basis of, the Treaty. In addition, Article 286 II obliged the Council 
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to establish an independent supervisory body responsible for monitoring the 

application of such Community acts by Community institutions and bodies.

One of the results of Article 286 TEC was Regulation (EC) No 45/2001 on the 

protection of individuals with regard to the processing of personal data by the 

Community institutions and bodies and on the free movement of such data.59 

However, like Directive 95/46/EC, the regulation does not apply to activities 

falling completely within the activities of the third pillar, nor do its provisions 

apply to bodies fully established outside the Community framework.

A second obligation resulting from Article 286 II TEC still had to be fulfilled: the 

establishment of an independent supervisory body responsible for monitoring 

the processing of personal data by the Community institutions and bodies. 

Regulation (EC) No 45/2001 also established the EDPS, making him responsible 

for monitoring the application of its provisions to all processing operations carried 

out by a Community institution or body. According to his mission statement,60 

the EDPS has three tasks: supervision, consultation and cooperation. With regard 

to the institutions of the third pillar, the EDPS has no monitoring competence, 

since he is not competent to monitor the processing of personal data by bodies 

established outside the Community framework. The task of supervision by 

the EDPS relates exclusively to Community institutions and bodies and it is 

fulfilled by carrying out prior checks, informing data subjects, hearing and 

investigating complaints, conducting other inquiries and taking appropriate 

measures where required. The competence of the EDPS does not extend to the 

SIS I, since the SIS operates under intergovernmental cooperation. However, 

the EDPS is competent for monitoring the data processing of the central part 

of the Schengen Information System of the second generation (SIS II), which 

will operate with community financing. Also, the EDPS has the specific task of 

supervising the Central Unit of Eurodac (Article 20 Eurodac Regulation) and, as 

Hijmans rightly observes, similar tasks are foreseen as regards other large-scale 

information systems on persons in the area of freedom, security and justice.61 In 

addition, Article 46(f)(ii) Regulation (EC) No 45/2001 states that the EDPS has 

to cooperate with the national supervisory data protection bodies established 

under Title VI of the Treaty, allowing the EDPS to become an important actor in 

the organisation of third pillar data protection. 

In his mission statement,62 the EDPS describes his consultative task as follows:

Advising the Community institutions and bodies on all matters relating 

to the processing of personal data, including consultation on proposals for 
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legislation, and monitoring new developments that have an impact on the 

protection of personal data. 

The EDPS understands the scope of the consultative task as being much wider 

than his supervisory task, which only covers the processing of personal data by 

Community institutions or bodies. This wide interpretation was confirmed by 

the European Court of Justice in its orders in the so-called PNR case. Indeed, the 

Court explicitly referred to Article 41(2) Regulation 45/2001, according to which 

the EDPS is responsible for advising Community institutions and bodies on all 

matters concerning the processing of personal data. This includes, according 

to two orders of the Court of the First Instance, the connection between the 

legislation relating to data protection and that relating to the preservation of 

other interests. The regulation imposes on the EDPS the duty to ‘cooperate’ 

with these other players and to ‘participate’ in the activities of the Article 29 

Working Party.

EU initiatives enhancing police and justice data exchange  
The third pillar: weak and not productive? 
The EU has not only established data protection regulations, mainly within the 

first pillar, but it has also been the forum for initiatives that are designed to 

make exchange and processing of personal data for law enforcement purposes 

easier. This development has taken place within the third pillar. 

It will be recalled that criminal law has officially been an integral part of the 

EU constitutional order since the Treaty of Maastricht (1992). This matter 

was brought together under the third pillar of the EU, characterised by an 

intergovernmental approach (inter alia entailing a lack of judicial control by 

the Court of Justice, a limited role for the European Parliament, a unanimity 

requirement in the Council, etc).63 The sensitive nature of criminal law resulted 

in a maximisation of the role of the member states (in the Council) and a 

minimisation of the role of the supranational institutions. Cooperation in 

the field of justice and home affairs is not implemented in the same way as 

Community policies (the common agricultural policy or regional policies, for 

example) are. Given the great sensitivity of matters relating to public order, 

the Treaty has accorded very great weight to the member states and to the 

bodies of the EU in which they participate directly, while the powers of the 

European Commission, the European Parliament and the Court of Justice have 

been limited for the same reason. From this viewpoint, implementation of 

third pillar policies is very different from the implementation of Community 

policies. Under the Treaty of Maastricht, the JHA lacked legal instruments, such 



J U S T I C E

136

as ‘directives’ or ‘regulations’, which exist for Community policies, and had to 

use instruments specific to the third pillar, such as ‘decisions’ and ‘framework 

decisions’. With the entry into force of the Treaty of Amsterdam in 1999, civil 

law matters, asylum and immigration became community matters, with police 

and judicial cooperation in criminal matters remaining within the third pillar. 

Notably, the Treaty of Amsterdam also made provision, in a protocol, for full 

integration of the Schengen acquis into the legal and institutional framework 

of the EU.64

There are traditionally two misunderstandings about the third pillar. First, the 

third pillar is believed to be non-productive and weak, since it lacks the powerful 

legal instruments of the first pillar. Nothing is less true. The legal character of 

first pillar ‘directives’ and ‘regulations’ and third pillar ‘decisions’ or ‘framework 

decisions’ is strikingly similar: both are binding upon the member states with 

respect to their objectives, leaving only the choice of form and method of 

implementation to the national authorities. Furthermore, both pillars allow for 

the use of binding instruments, and the only real difference between them lies 

in the absence in, the third pillar, of any direct effect comparable to the effect 

of regulations and, to a certain degree, directives.65

Second, another generalised misunderstanding is the idea that the third pillar 

is non-productive because it relies on unanimity in the Council. Even if it is 

true that a series of framework decisions designed to complement the mutual 

recognition programme that started with the European arrest warrant (EAW) 

framework decision of 2001 are still under debate, and although it is equally true 

that the Commission has no ‘hard’ legal instruments to sanction member states 

that do not implement binding third pillar instruments, the list of third pillar 

decisions and framework decisions already approved is impressive. For a young 

form of cooperation (born only in 1990) and despite the fact that it was confined 

until 1999 to intergovernmental cooperation, EU cooperation in criminal 

matters has given rise to an impressive legal and political framework. Around 

200 instruments, including both legislative work and strategic documents 

(action plans, programmes) have been adopted. Together, they constitute the 

EU acquis on cooperation in criminal matters, which is the set of rules that 

‘candidate countries’ have to implement before acceding to the EU. 

From Amsterdam and Tampere to The Hague 
The creation of an area of freedom, security and justice has been the most 

ambitious project of European integration in the past years. After only very 

modest steps undertaken to combat terrorism in the TREVI groups of the 

C h a p t e r  6  -  D a t a  p r o t e c t i o n  i n  t h e  t h i r d  p i l l a r



C r i m e ,  r i g h t s  a n d  t h e  E U :  t h e  f u t u r e  o f  p o l i c e  a n d  j u d i c i a l  c o o p e r a t i o n J U S T I C E

137

1970s and 1980s,66 and efforts made outside the Community framework, like 

Schengen, the speed of the development of an EU JHA policy has surprised 

many spectators. With the integration of the Schengen acquis into Union law 

by the Treaty of Amsterdam in 1999, the databases developed under its rules, the 

SIS and Eurodac, came under EU law. But both police cooperation and judicial 

cooperation benefited from the Treaty of Amsterdam mainly for another reason: 

it established as an objective the creation of a European area of freedom, security 

and justice (AFSJ). Detailing this objective into a concrete programme during its 

meeting in Tampere (Finland), the European Council agreed on three significant 

evolutions, which opened a new phase for judicial cooperation: the creation of 

Eurojust, the mutual recognition principle and the harmonisation of national 

legislations.67 

The realisation of the 1998 Tampere Programme was later to be sped up, partly 

prompted by the terrorist attacks in New York and Washington, Madrid and 

London. Numerous initiatives for combating terrorism and serious cross-border 

crimes were introduced, sometimes in accelerated procedures, with the Eurojust 

decision and the EAW framework decision being two examples among others.68 

The Tampere Programme was replaced five years later by the ‘Hague Programme’ 

on ‘freedom, security and justice’, adopted at the EU Summit in Brussels on 4-

5 November 2004.69 The Hague Programme is a blueprint for EU action in the 

sensitive area of JHA over the next five years, and the European institutions have 

since begun to implement it, following an action plan.70 Whereas the Tampere 

Programme was mainly a programme for legislative action, a greater emphasis 

on the improvement of practical law enforcement cooperation (coordinated by 

Europol and Eurojust) is evident in the Hague documents. As better information 

exchange and sharing of intelligence is urgently required, particularly in order 

to combat the terrorist threat to European countries, guaranteeing smooth, free 

data exchange in the area of the third pillar becomes one of the most important 

objectives.71 To achieve this, the Hague Programme establishes that ‘new 

technology’ must be fully employed, and, therefore, since 2005, the EU has fast-

tracked the rapid introduction of biometric identifiers in passports and travel 

documents. But the programme also introduces a principle for information 

exchange, the ‘principle of availability’, prescribing that information available 

to law enforcement authorities in one member state should also be made 

accessible to equivalent authorities from other member states, or for Europol 

officers. The Hague Programme states that from 1 January 2008 the ‘principle 

of availability’ will become the guiding light for access to personal data held by 

national law enforcement agencies in other EU member states.
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As a consequence of this new emphasis on operational enhancement of police 

and law enforcement cooperation, several new initiatives – both inside and 

outside the EU framework – have been launched to improve the processing 

and exchange of data. With the successor of the SIS I – SIS II – and a new Visa 

Information System (VIS) even more data will be stored by EU institutions, and, 

furthermore, biometric information is now needed for residence permits and 

visas. 

The SIS enhanced 
The SIS was discussed briefly above. This database system, regulated in the 

Schengen Convention of 1990, has been operational since 26 March 1995. 

It started with only the three Benelux countries, France and Germany, but is 

currently used by 15 states: 13 EU member states, and, on the basis of a separate 

agreement, Iceland and Norway. In the near future, the SIS is to be used by 

at least 28 European states, as nine of the member states that joined the EU 

in 2004 should, depending on whether they provide sufficient technical and 

legal guarantees, get access to the present version of the SIS by the end of 2007 

– with Cyprus being the exception to this incorporation. The UK and Ireland 

will also participate in part of the Schengen provisions and, even if they do not 

participate in the common border policy, they will thus have access to part of 

the SIS data. Switzerland will also accede in the future, and these four countries 

will join the second generation of the SIS, the SIS II.

The SIS includes more than 15 million records on objects and persons.72 More 

than one million of these records concern persons who are wanted for different 

purposes. In accordance with the Schengen Convention, this category includes: 

persons wanted for arrest or extradition (Article 95); third country nationals 

(non-EU and non-EEA citizens) to be refused entry (Article 96); persons missing 

or to be placed under temporary police protection (Article 97); witnesses or 

other persons summoned to appear in court (Article 98); and persons (or 

vehicles) wanted for ‘discreet surveillance’ or specific checks (Article 99). 

Reviewing the progress made in recent years, it is important to differentiate 

between the development of the SIS II (see below) and the actual amendments 

already made or proposed for the actual SIS. In 2001, Spain submitted a 

proposal for a decision (Council Decision 2005/211/JHA)73 and a regulation 

(Council Regulation (EC) No 871/2004)74 on new functionalities for the SIS. 

The regulation, adopted on 29 April 2004, provides for a legal basis for the 

information sharing by SIRENE offices,75 introduces the possibility to add extra 

information stored in the SIS (eg, whether a person has escaped), and gives 
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visa authorities access to information on stolen identity papers.The regulation 

also includes the duty to make a record of every transmission of personal data, 

instead of every tenth transmission, which enables checking of the unlawful 

use of the SIS. On 24 February 2005, Council Decision 2005/211/JHA on new 

functions for the SIS was adopted. This decision provides for the access of 

Europol and Eurojust to the SIS, limited, however, to their judicial and police 

tasks and not including data, Article 96 (third country nationals to be refused 

entry), or Article 97 Schengen Convention (persons missing or to be placed 

under temporary police protection). Based on Article 9 of the framework decision 

on the European arrest warrant,76 the issuing judicial authority may decide to 

launch an alert for the requested person in the SIS. Further, on 24 January 2005, 

the Council adopted a common position on the exchange of information on 

stolen and lost passports between the ‘SIS countries’ and Interpol.77 By virtue 

of the common position, member states should, whenever they enter data 

on stolen passports in national databases or the SIS, immediately exchange 

these data with Interpol as well. Finally, in June 2005, the Council adopted  

a regulation to give vehicle registration authorities access to the SIS data on 

stolen cars.78

SIS II 
Apart from the actual amendments with regard to the functioning of the SIS 

I, as described above, since 2001, member states have been preparing for the 

development of the ‘second generation SIS’ or the SIS II. The initial reason for 

the SIS II was the technical need to make the SIS applicable to a larger group 

of states, in the context of the accession of the 10 new member states to the 

EU on 1 May 2004. From the beginning, however, the development of the SIS 

II has also been used for political discussions on the new SIS requirements or 

functions. Between December 2001 and June 2004, political agreement was 

reached on the following functions: the SIS should remain a hit/no hit based 

information system; it should be possible to interlink alerts (allowing authorities 

to check whether persons/objects are registered in the SIS for different purposes); 

the (non-mandatory) insertion of photographs; and the (non-mandatory) 

insertion of fingerprints to be applicable to all alerts (Articles 95-99 Schengen 

Convention).79 Regardless of the fact that on the political level the decision on 

the final functions of the SIS II is still awaiting adoption, technically the system 

is already being developed to allow for various new functions as a ‘flexible tool’. 

Other possible new functions would include the addition of new alerts, the 

modification of their duration, the storage of biometric data, and the possibility 

to grant new authorities access to the SIS.80 
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The European Commission published three legislative proposals on the second 

generation SIS on 31 May 2005. In these proposals, the categories of alerts or 

records to be kept in the SIS remain almost unmodified. The draft regulation 

includes a new drafting for the registration of third country nationals into the 

SIS, based on a more harmonised approach for the conditions on the basis of 

which the registration can take place. 

The discussions on the regulation by the European Parliament and the Council 

on the establishment, operation and use of the SIS II have been completed 

and the final text has already been published in the Official Journal.81 In its 

preamble, the regulation states that the SIS II should permit the processing 

of biometric data in order to assist in the reliable identification of individuals 

concerned. Access to the SIS II is foreseen for authorities responsible for issuing 

visas, the central authorities responsible for examining visa applications and the 

authorities responsible for issuing residence permits and for the administration 

of legislation on third country nationals in the context of the application of the 

Community acquis relating to the movement of persons. Access to data entered 

in the SIS II and the right to search such data directly may also be exercised 

by national judicial authorities, inter alia, those responsible for the initiation 

of public prosecutions in criminal proceedings and judicial inquiries prior to 

indictment, in the performance of their tasks, as set out in national legislation, 

as well as their coordination authorities.

With regard to data protection, the proposal refers to Directive 1995/46/EC 

and Regulation (EC) No 2001/45 on the processing of personal data by the 

Community institutions and bodies. The lawfulness of the processing of 

personal data by the member states will be monitored by national independent 

supervisory authorities, whilst the EDPS will monitor the activities of the 

Community institutions or bodies in relation to the processing of personal 

data.

Europol 
Police cooperation was incorporated, through the Treaty of the European 

Union, into the EU’s legal framework under the third pillar. The Convention, 

based on Article K.3 of the Treaty on European Union on the Establishment of 

a European Police Office (Europol Convention),82 which formally established 

Europol, entered into force on 1 October 1998, following its ratification by 

member states, allowing Europol to start its full activities on 1 July 1999. Since 

then, Europol has been a central actor in third pillar developments, even if, for 

an outsider, it can sometimes be difficult to understand the reason why. One can 
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easily say that its development has taken most of the EU third pillar legislative 

efforts.83 

Europol’s tasks are defined to facilitate the exchange of information between 

the member states; to obtain, collate and analyse information and intelligence; 

to notify the competent authorities of the member states without delay (via 

the National Units) of information concerning them and of any connections 

identified between criminal offences; to aid investigations in the member states 

by forwarding all relevant information to the National Units; and to maintain a 

computerised system of collected information. Europol’s data collection utilises 

mainly three systems: an automatic information system, a work files system 

and an index system.84 The information system contains all available data on 

persons suspected or convicted of offences within Europol’s mandate (Article 

8(1) Europol Convention). The work files refer to data of persons as mentioned 

in Article 8(1) Europol Convention as well as to possible witnesses, victims, or 

informants of such offences (Article 10(1) Europol Convention). 

With regard to data protection, each member state under its national legislation, 

on the one hand, and Europol when collecting, processing and utilising 

personal data, on the other hand, have to take the necessary measures to ensure 

a standard corresponding at least to that resulting from the implementation of 

the principles of the Council of Europe’s 1981 Convention, and, in so doing, 

take account of Recommendation No R (87) of 17 September 1987 concerning 

the use of personal data in the police sector. Furthermore, each member state 

is obliged to designate a national supervisory body to monitor independently, 

in accordance with its national law, the permissibility of the input, the retrieval 

and any communication to Europol of personal data by the member state 

concerned and to examine whether the rights of the data subject are violated. 

Additionally, an independent joint supervisory body was set up to review the 

activities of Europol in order to ensure that the rights of the individual are not 

violated by the storage, processing and utilisation of the data held by Europol: 

the Europol Joint Supervisory Body.85 The Joint Supervisory Body also monitors 

the permissibility of the transmission of data originating from Europol, and any 

individual has the right to request the Joint Supervisory Body to ensure that the 

manner in which his or her personal data have been collected, stored, processed 

and utilised by Europol is lawful and accurate.

The data protection provisions in the Europol Convention are exemplary, as the 

actual tasks of Europol are addressed with appropriate guarantees.86 The data 

protection problem with Europol is another issue. First, it concerns the ever-
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expanding scope of Europol,87 a ‘heavy’ police tool originally limited to the 

most serious forms of crime and nowadays used for almost all sorts of crimes, 

creating a tension with the human rights principle of proportionality. Second, it 

is related to the Europol operations and initiatives regarding third states. Indeed, 

in order to widen the exchange of information, Europol has concluded over the 

years numerous operational agreements88 (including the exchange of personal 

data) and strategic agreements89 (not including the exchange of personal data) 

with several third states and organisations. The latter agreements, which are 

less interesting from a police point of view, are reserved for countries with a 

questionable human rights or data protection track record. By applying this 

double system, Europol appears to have been the only agency to resolve the 

data protection issue of international data transfers in the third pillar. However, 

the list of operational agreements is, without doubt, too long from a data 

protection perspective. Given the lack of any provisions of general application 

(and obviously until the framework decision90 is published – see below), Europol 

has initiated exchanges with third countries that have not even made it into 

the list of countries providing an ‘adequate’ level of protection, according to 

the terminology and standards of the first pillar (Directive 95/46). Additionally, 

the actual texts that Europol concluded mostly fail to distinguish themselves 

when it comes to the protection of individual privacy (see, for instance, the 

agreement with the USA, and its inexplicably broad Articles 7 or 5).91 While 

obviously such policy-making by Europol will inevitably stop in the near future 

(once the framework decision has been approved), for the time being it appears 

that Europol has appointed itself as the official EU data protection authority 

when it comes to international data transfers, sometimes to the detriment of 

individual privacy.

Eurojust 
Eurojust – ‘a unit (Eurojust) ... composed of national prosecutors, magistrates, 

or police officers of equivalent competence, detached from each Member State 

according to its legal system’ – was established by the Council decision of 28 

February 2002 setting up Eurojust with a view to reinforce the fight against 

serious crime (Eurojust Decision).92

The following main tasks of Eurojust were defined: to stimulate and improve 

the coordination of investigations and prosecutions between the competent 

authorities of the member states; to improve cooperation between member 

states, in particular by facilitating the execution of international mutual legal 

assistance and the implementation of extradition requests; and to support 
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the competent authorities of the member states in order to render their 

investigations and prosecutions more effective.

As Eurojust’s activities naturally entail the exchange of personal data, the 

Eurojust Decision contains several provisions relating to the handling of 

personal data and data security. In addition, in 2005 the Council approved 

the Rules of Procedure on the Processing and Protection of Personal Data at 

Eurojust, a text adopted unanimously by the college of Eurojust during its 

21 October 2004 meeting.93 These rules establish the main principles that 

apply to the processing of personal data by Eurojust, wholly or partly by 

automatic means: they apply to all information collected and further processed 

by Eurojust, that is to say, information drawn up or received by it and in its 

possession, concerning matters relating to the policies, activities and decisions 

falling within Eurojust’s sphere of responsibility. However, the principles do 

not apply to information which has been transmitted to a national member of 

Eurojust exclusively in the context of his or her judicial powers. Furthermore, an 

independent joint supervisory body, the Eurojust Joint Supervisory Body, and an 

internal data protection officer were established. The Eurojust Joint Supervisory 

Body has a special composition compared to other joint supervisory authorities. 

Although its members are representatives from the different member states, 

they are requested to have judicial authority in their respective member state, 

in order to avoid the participation of members of the police administration.94 

Therefore, it is, exceptionally, not composed of representatives of the national 

supervisory authorities.

From a data protection perspective, Eurojust warrants two observations. The 

first observation concerns the issue of the legal instrument used to set it up, 

ie, a ‘decision’, a choice that shows that EU policy-makers think of ‘decisions’ 

as appropriate instruments to establish bodies with far-reaching processing 

capacities. Schengen and Europol had been established using ‘conventions’ 

and, since Eurojust is in many aspects the natural counterpart of Europol, one 

would have expected it to have an identical legal basis and, thus, be a choice for 

a convention. Nowadays, policy-makers favour the instrument of (framework) 

decisions and they have even considered amending the Europol Convention 

with these more flexible instruments. The second observation concerns 

the creation of a network of magistrates, which can be applauded. Next to 

traditional data protection rules, effective data protection can benefit from the 

classical ingredients of the law enforcement machinery, such as hierarchy and 

supervision by magistrates. It is unfortunate, however, that the Eurojust decision 

did not include an explicit power of supervision of Europol by Eurojust.95 
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Data protection issues regarding the notion of interoperability 
In November 2005, the Commission presented its ‘Communication on 

improved effectiveness, enhanced interoperability and synergies among 

European databases in the area of Justice and Home Affairs’ (COM (2005) 597)96 

(‘the 2005 Interoperability Communication’), focusing particularly on the VIS, 

the SIS II and the Eurodac databases, in order to trigger an ‘in-depth debate 

on the long-term shape and architecture of IT systems’. The purpose of this 

communication was 

to highlight how, beyond their present purposes, these systems can more 

effectively support the policies linked to the free movement of persons and 

serve the objective of combating terrorism and serious crime. 

The 2005 Interoperability Communication is perceived more as the starting 

point for a large political debate than as a road map with a clearly identified 

aim. It contains several scenarios. One scenario is the creation of (a) European 

register(s) for travel documents and identity cards with biometric identifiers 

or for a network linking national databases of this kind, with the purpose of 

checking the authenticity of travel documents, ie, to check the identity of 

the traveller against the document in order to prevent identity fraud. Another 

scenario envisaged by the communication is the creation of a European 

Automated Fingerprints Identification System (AFIS) for criminal matters, 

either by establishing one large EU-wide database or by interlinking national 

databases. 

Eurodac, the SIS II and the VIS stand central in the 2005 Interoperability 

Communication. The Commission notes with approval that the challenge of 

identifying persons in databases with millions of entries has been solved in 

Eurodac and in the VIS by using biometric searches, ‘allowing unprecedented 

accuracy’.97 The use of biometric information in the SIS II is also applauded, 

except for its restricted limited scope: 

as the SIS II is being developed today, biometrics will only be used to confirm 

the identification of the wanted person (wanted persons meaning ’persons for 

whom an alert has been issued’, including persons who should be refused 

entry) based on an alphanumerical search. When available, biometric 

searches would allow more accurate identification of wanted persons. 

However, SIS II would only store biometric information that could be legally 

linked to an alert in SIS II.98
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The communication notes that all the existing European databases, including 

Eurodac, are under-exploited: 

Although the Eurodac Regulation obliges Member States to take fingerprints 

of all persons aged over 14 who cross their borders irregularly and cannot be 

turned back, the quantity of such data sent to Eurodac is a surprisingly low 

fraction of the total migratory flow.99 

Furthermore, it is observed that there is no possibility to use asylum, immigration 

and visa data for internal security purposes:

In relation to the objective of combating terrorism and crime, the Council 

now identifies the absence of access by internal security authorities to VIS 

data as a shortcoming. The same could also be said for all SIS II immigration 

and Eurodac data. This is now considered by the law enforcement 

community to be a serious gap in the identification of suspected perpetrators 

of a serious crime.100 

The communication contains numerous ‘short-term scenario’ proposals to 

improve the use of the current databases. For instance, a more comprehensive 

access to the VIS and SIS II by asylum and immigration authorities is proposed 

to allow these ‘Eurodac-authorities’ to complete the assessment of asylum 

applications: 

visa data can help to assess the credibility of an asylum claim and SIS II 

data can indicate if the asylum seeker constitutes a threat to public order or 

national security. A check in Eurodac, SIS II and VIS would allow asylum 

authorities to check the data simultaneously in the three systems. 

This recommendation is, of course, followed by the suggestion to also consider 

the opposite move, allowing ‘authorities responsible for internal security’ to 

access the VIS and Eurodac data: 

As regards Eurodac, the only information available to identify a person may 

be the biometric information contained in Eurodac if the person suspected 

to have committed a crime or an act of terrorism has been registered as an 

asylum seeker but is not in any other database or is only registered with 

alphanumerical, but incorrect data (for example if that person has given a 

wrong identity or used forged documents). Authorities responsible for internal 

security could thus have access to Eurodac in well-defined cases, when there is 
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a substantiated suspicion that the perpetrator of a serious crime has applied 

for asylum. This access should not be direct but through the authorities 

responsible for Eurodac. Access to these systems could also contribute to the 

identification of disaster victims and unidentified bodies.101

The 2005 Interoperability Communication has been the subject of some harsh 

criticism.102 The concept of interoperability it examines is not very clear, as it 

is naively presented as a mere technical concept and it is used, inter alia, to 

describe the linking of large-scale EU IT systems, such as the VIS and the SIS, 

as well as linking or even merging national databases (eg, DNA, AFIS). In the 

sensitive context of JHA, hence touching upon fundamental rights issues, and 

especially privacy and data protection issues, the communication suggests that 

the more interoperable databases are the more synergy there will be and, as a 

consequence, the more effective JHA policy will be. In this sense, the approach 

proposed by the 2005 Interoperability Communication is a perfect counter-

example of the cautious approach needed in an area that touches on human 

rights. It reveals from the outset the Commission’s deliberate choice to reduce 

the scope of interoperability to technical matters, and thus stresses the objective 

of an accurate and efficient connection of existing systems and available 

data. It explicitly disconnects the technical and the legal/political dimensions 

of interoperability, assuming that the former is neutral and the latter can 

come into play later or elsewhere. This way of proceeding has also been 

criticised by the EDPS: it leads to justifying the ends by the means.103 Indeed, 

technological developments are never inevitable or neutral, which is mutatis 

mutandis also the case for technical interoperability. Real interoperability 

between different systems built for different purposes, for example between 

the VIS and SIS II, is questionable. The databases that the Commission deals 

with in its communication contain very different data and were established 

for different, specific purposes, allowing access to different authorities.104 In 

the communication, the Commission offers poor justification as to why these 

databases should be used beyond their present purposes to enhance the fight 

against crime and illegal immigration; and there is little ground to simply 

assume that combining very distinct databases will help in achieving this goal. 

The low number of registrations in Eurodac (due to societal factors: southern EU 

countries do not register immigrants because of the financial implications) will 

not be improved by interlinking the EU databases.

The interlinking of different databases to provide data for a purpose other than 

that for which they have been set up (‘function creep’) not only contradicts 

the purpose-limitation principle, but it also makes the monitoring of these 
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processes very difficult for data protection authorities. Every move towards 

more interoperability requires a new analysis of its impact on data protection 

rights: if the purpose of a system is changed, the proportionality of measures 

and safeguards for the protection of fundamental rights need to be checked, too. 

The communication fails to address these issues.

Third pillar use of the VIS (‘function creep’) 
Council Decision 2004/512/EC of 8 June 2004105 establishes the VIS as a system 

for the exchange of visa data between member states.106 In its 2003 guidelines,107 

the Council described the possible goals of the VIS as the improvement of 

the functioning of the common policy in the field of visas; internal security 

and the fight against terrorism; the fight against fraud; the prevention of visa 

shopping; an improvement of the possibilities to return illegal immigrants, and 

finally, the improvement of the application of the Dublin Convention.108 On 7 

January 2005, the Commission approved a regulation setting up a database of 

information on visa applicants,109 extending the technical regulation of June 

2004 to the VIS. On 17 October 2006, the General Secretariat of the Council 

issued a Presidency compromise text after the examination by the Strategic 

Committee on Immigration, Frontiers and Asylum/Mixed Committee (EU, 

Iceland/Norway/Switzerland).110 The adoption of the VIS regulation is currently 

foreseen for 2007. 

In the VIS, EU member states will have to store information on every visa 

issued; on every decision to examine an application for a visa; on each visa 

refused, annulled or revoked; and on each extension of a visa. This already 

implies the storage of information on millions of third country nationals, but 

the VIS will also include information on the EU and non-EU nationals inviting 

third country nationals. Each record is to be stored for five years. The categories 

of data it should contain will be: alphanumeric data on the applicant and on 

visas requested, issued, refused, annulled, revoked or extended; photographs; 

fingerprint data; links to other applications. The most recent debate on the 

subject concerns the age for fingerprinting children.111

The actual proposal of the Commission does not regulate the consequences 

of being registered in the VIS, and it does not explicitly prohibit visa refusals 

based on a record in the VIS. On 7 March 2005, the Council determined that 

authorities responsible for internal security should be given access to the VIS, 

and the Commission has since tabled a proposal granting access to both Europol 

and the authorities responsible for internal security, although only for clearly 

defined purposes.112 Reference to this can now be found in the October 2006 
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text.113 Interestingly, during the development of the system, the central unit 

of the VIS will be located in Strasbourg (France) and thus, hosted in the same 

location as the SIS II central system.114

In the 2005 Interoperability Communication, the inability of internal security 

authorities to access the VIS is considered a serious obstacle to the identification 

of suspected perpetrators of serious crimes. Another shortcoming of the system, 

according to the intelligence communities, is the fact that the VIS only deals 

with third country nationals: 

The control of the identity or the legality of the entry of other categories of 

third-country nationals (…) e.g., holders of a long-stay visa or a residence 

permit (…) could also be more efficient. 

Finally, the impossibility to use the VIS to identify illegal aliens in the EU 

is considered ‘incomplete monitoring of entry and exit of third country 

nationals’.115

As far as the VIS is concerned, the communication calls for the ‘further 

development of existing systems and planned systems’ in the following areas: 

(a) expanding the ability of asylum and immigration authorities to access the 

system; (b) extending access to authorities responsible for internal security for 

the purposes of preventing, detecting and investigating terrorist offences; and 

(c) allowing the system to be used to identify victims of (natural) disasters and 

unidentified bodies. The Commission also stated that ‘the development of 

a service-oriented architecture of European IT systems would help maximise 

synergies’, thus providing ‘a way of sharing functions in a flexible and cost-

efficient way without merging existing systems’. An example is given: 

In concrete terms, one example would be to use the highly performing future 

AFIS part of the VIS to deliver AFIS–related services (i.e., a biometric search 

for other applications, such as Eurodac or, possibly, a biometric passport 

register). Data storage and data flows could still be strictly separated.116

Third pillar initiatives to enhance data exchange and data availability 
We have already discussed the EU Hague Programme, adopted on 5 November 

2004, underlining its emphasis on enhanced exchange of data and on the 

principle of availability (meaning that if data are held then they can be shared 

between law enforcement agencies). The programme concerning the principle 

of availability will need to be fully implemented by 1 January 2008, and the 
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European Commission was charged with the task of preparing a proposal to 

achieve this objective. Of course, the principle was not completely new; it 

built on some existing, more concrete, ideas that were already circulating, 

for instance, in the European Council’s declaration of 25 March 2004 on 

combating terrorism. The idea that data can or need to be exchanged between 

law enforcement authorities is as old as international criminal law and, in 

this sense, Article 39 1990 Schengen Convention, facilitating police exchange 

of data, was discussed above. With regard to the exchange of data between 

judicial authorities, we have observed that it was originally based on bilateral 

agreements, but later picked up on a supranational level through the European 

Convention on Mutual Assistance in Criminal Matters of 20 April 1959 and 

other Conventions. The EU complemented this framework with the EU 2000 

Convention on Mutual Assistance in Criminal Matters between the Member 

States of the European Union,117 which is particularly innovative with respect 

to personal data protection. Indeed, Article 23 of the 2000 Convention contains 

the first supranational rules establishing data protection requirements for the 

judiciary in their cross-border activities – even though they are very flexible 

and are clearly not intended to render the work of the judiciary more difficult. 

According to Article 23, personal data communicated under the Convention 

may be used by the member state to which they have been transferred (a) for the 

purpose of proceedings to which the Convention applies; (b) for other judicial 

and administrative proceedings directly related to them; (c) for preventing an 

immediate and serious threat to public security; (d) for any other purpose, only 

with the prior consent of the communicating member state, unless the member 

state concerned has obtained the consent of the data subject.118

Common Position 2005/69/JHA of 24 January 2005 on exchanging certain 

data with Interpol119 was a first response to the 2004 declaration instructing 

the Council to take forward work on the creation of an integrated system for 

the exchange of information on stolen and lost passports, having recourse 

to the SIS and the Interpol database. It obliges the member states to ensure 

that the competent authorities will exchange passport data with the Interpol 

database on stolen travel documents, as well as enter the data in the relevant 

national database, and the SIS, as regards the member states participating in 

it. ‘Passport data’ means data on issued and blank passports that have been 

stolen, lost or misappropriated and formatted for integration into a specific 

information system. More concretely, ‘passport data’ to be exchanged with the 

Interpol database consist only of the passport number, country of issuance and 

document type. Regarding the provisions for data protection, Article 5 of the 

common position states that 
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The exchange of personal data in compliance with the obligation laid down 

in this Common Position shall take place for the purpose set out in Article 

1, ensuring an adequate level of protection of personal data in the relevant 

Interpol Member Country and the respect for fundamental rights and liberties 

regarding the automatic processing of personal data. To that end, Member 

States shall ensure that the exchange and sharing of data takes place on the 

appropriate conditions and subject to the above requirements. 

We note in passing that Interpol had a bad press in the 1970s and 1980s, as 

certain law enforcement circles considered it ineffective and data protection 

circles questioned its data protection. Interpol has improved considerably in 

both regards and, although there is no convention regarding Interpol and data 

protection, sufficient detailed self-regulation is provided and an agreement 

with the French data protection authority has seen the light.120 In fact, it 

is questionable whether more protection is achieved outside the Interpol 

framework.

A second initiative, also falling directly within the framework of the third pillar, 

was the proposal of the Kingdom of Sweden for a draft framework decision 

on simplifying the exchange of information and intelligence between law 

enforcement agencies of the EU member states, in particular as regards serious 

offences, including terrorist acts.121 This so-called Swedish initiative seeks to 

advance cooperation by setting time limits to answer requests for information 

and by removing discrimination between national and intra-EU exchange 

of data accessible by police forces. The proposal’s purpose is to establish the 

rules under which member states’ law enforcement authorities can exchange, 

effectively and expeditiously, existing information and intelligence122 for the 

purpose of conducting crime investigations or crime intelligence operations, 

in particular as regards serious offences, including terrorist acts. However, the 

initiative would not imply any obligation on the part of the member states to 

gather and store information and intelligence solely for the purpose of providing 

it to the competent law enforcement authorities of other member states, nor 

would it imply any obligation for the member states to provide information 

and intelligence to be used before a judicial authority as evidence, or to obtain 

information or intelligence by means of coercive measures. The exchange 

of information and intelligence is envisaged to take place via the SIRENE 

Bureaux, or in accordance with Articles 4(4) and 5(4) Europol Convention, or 

in customs matters via the central units as defined in Article 5(1) Convention 

on Mutual Assistance and Cooperation Between Customs Administrations, 

or within any other framework established at bilateral or multilateral level 
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among the EU member states.123 In addition, information or intelligence not 

exchanged by virtue of Articles 4(4) and 5(4) Europol Convention should also 

be communicated to Europol, in accordance with the Europol Convention, in so 

far as the exchange refers to an offence or criminal activity within the Europol 

mandate. 

On 25 January 2005, the Commission presented a white paper on exchanges 

of information on convictions and the effect of such convictions in the EU.124 

The paper contains a proposal to establish a computerised system for the 

exchange of information on convictions and disqualifications in the Union, 

identified by the Hague Programme as a matter of urgency. On 21 November 

2005, the Council adopted the Council decision on the exchange of information 

extracted from criminal records,125 which supplements and facilitates the 

existing mechanisms for the transmission of information on convictions based 

on existing conventions, pending the adoption of a computerised system of 

information exchange on criminal convictions between member states. On 22 

December 2005, the Commission presented a proposal on the organisation and 

content of such exchange126 by virtue of which national central authorities 

should inform the central authorities of the other member states of criminal 

convictions and subsequent measures in respect of nationals of those member 

states entered in the criminal record. Replies to requests for information 

from the criminal records should be sent within a certain time limit, and the 

personal data transferred should be used by the requesting member state only 

for the purpose of the criminal proceedings for which they have been requested. 

Regulations with regard to data protection are only specified in the preamble, 

where it is stated that personal data processed under the decision will be 

protected in accordance with the principles enacted in the Council of Europe 

Convention of 28 January 1981.

In pursuit of the Swedish initiative, or rather in acknowledgement of the need 

for third pillar data transfers cooperation, the Ministers of Justice of Germany, 

France, Spain, Belgium, the Czech Republic and Luxembourg and the Vice-

President of the European Commission presented, on 6 June 2006, a project to 

connect the European criminal records. The aim of the project is to establish 

a secure electronic communication between national criminal records,127 

meaning, for instance, that when an information request on a French citizen 

issued by a German law enforcement authority is sent to the German central 

criminal records, the central register electronically sends the request, which has 

been put in a uniform format, via a European network to the French central 

register, where all data concerning convictions of French citizens are stored. 
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The information is to be sent back the same way. An automatic electronic 

exchange will, furthermore, be possible for information of a criminal record, on 

the absolute conviction of an alien, to the criminal record of his or her home 

country. The project, although currently supported by only a limited number of 

member states, is open to participation by all of them.128

In October 2005, the Commission made public its initiative to implement the 

principle of availability.129 Availability goes beyond the exchange of information 

provided for by the Schengen Convention and constitutes, in this sense, a 

new form of cooperation previously non-existent and, hence, not part of the 

Schengen acquis. The proposed Council framework decision on the exchange 

of information under the principle of availability would apply to the processing 

of information prior to the commencement of a prosecution, but it would not 

entail any obligation to collect and store information, either with or without 

coercive measures, for the sole purpose of making it available to the competent 

authorities of other member states and Europol. ‘Information’ would mean 

existing information of the following types: DNA profiles, fingerprints, ballistics, 

vehicle registration information, telephone numbers and other communications 

data, with the exclusion of content data and traffic data unless the latter data 

were controlled by a designated authority, and, finally, minimum data for the 

identification of persons contained in civil registers. The information should 

be exchanged as swiftly and as easily as possible between the authorities of the 

member states, preferably by allowing direct online access. 

As various regulations and initiatives already exist in the area, the proposed 

Council framework decision is supposed to provide added value, for instance, 

compared to the Convention of 1990 Implementing the Schengen Agreement, 

by introducing an obligation to reply to requests for police information 

exchange. With regard to the Europol Convention, improved effectiveness 

is expected by allowing Europol to obtain information under the principle 

of availability within the scope of its mandate. Furthermore, the proposal 

emphasises direct channels of information exchange and, following the so-

called Swedish Initiative, it will introduce online access to available information 

and to index data for information not accessible online, after the member states’ 

notification of information available within their jurisdictions. Finally, it needs 

to be noted that, although there are similarities between the proposal and the 

Treaty of Prüm, the proposal would be wider in scope and directly concern all 

member states. 
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Data protection problems with data exchange and data availability 
Compared to setting up centralised European databases, the idea of data 

exchange seems to be rather innocent and selective. It is, indeed, in a selective 

manner, for instance, that in specific criminal cases judicial authorities should 

demand certain data. This is certainly true and professional secrecy can be 

expected to function as an adequate data protection guarantee. There are, 

however, serious objections to an enhanced and systematic exchange of data 

between member states and (even more worryingly) with third countries. First, 

there should be clarification of what happens to corrections, as whereas in 

a centralised data system they are immediately implemented, in a system of 

exchange one is never sure that the corrections transmitted have been, in fact, 

carried out. Second, in the context of exchanges between databases, there is 

no control of the use of data exchanged, contrary to what occurs to data in a 

centralised database. Sending data in this context is comparable to sending it 

into the void: for instance, although there can be rules stating that police data 

can only be used by police authorities and not immigration services officials, it 

is harder to control their actual use. Third, there is the problem of the retention 

of data: data may be outdated, but they cannot be assured. Under the Passenger 

Name Record (PNR) agreement, EU air companies send to US officials data that 

are valid only for a certain period (see below). Despite the fact that there is no 

update system foreseen, the agreement allows the US authorities to preserve 

the European passenger data for 3.5 years and, in certain specified cases, even 

longer.130 One of the 34 types of information provided is ‘all forms of payment 

information’, which would include the credit card number if used for the 

payment of the ticket. Since it is possible to change a credit card rapidly, one 

can only speculate about the need to retain this data.

Just like the principle of interoperability, the principle of availability seems to 

undermine the data protection principle requiring data to be collected only for a 

specific, stated, purpose and not to be used or added to other data for any other 

purpose.131 The risk is real, but we believe that the erosion of privacy and data 

protection principles can be avoided by building in safeguards. Moreover, it is 

important to see that the availability principle falls within the logic of an ever 

integrating Union. In 1995, Europe accepted, through Directive 95/46/EC, the 

idea that European firms and actors could organise themselves on a European 

level and transfer their data freely through a single space with a harmonised 

level of data protection. Today, a similar idea is elaborated with regard to the 

law enforcement machinery, even if it is undisputed that a policy encouraging 

data transfers throughout Europe makes data subjects vulnerable. Moreover, 

there is a clear difference between separated firms operating throughout Europe 
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and law enforcement actors of 25 member states not belonging to the same 

organisation. 

Fully aware of these risks and tensions, the Commission coupled the drafting 

and negotiation of an ‘availability framework decision’ to the negotiation of a 

data protection framework decision (see below). Today the project to negotiate 

the former (and the latter) seems to have fallen off the political agenda. As 

the impressive series of other measures already in place or in preparation (see 

above) realise almost everything the law enforcement community dreams of, 

the added value of a general document on the principle of availability is no 

longer crystal clear. Recent plans to expand the Treaty of Prüm to all EU member 

states, discussed below, have, notably, contributed to this feeling, as they offer 

the possibility of exchanging DNA and other data without too many formalities. 

To sum up, the Hague Programme on enhanced data exchange and availability 

seems to have been achieved by the member states without any help from the 

Commission and sometimes even without the help of the EU. 

The 2006 Data Retention Directive 
On 15 March 2006, the Data Retention Directive was adopted by the European 

Parliament and the Council of the European Union.132 The directive aims 

to harmonise the national provisions of the member states concerning the 

obligations of providers of publicly available electronic communications 

services and networks with respect to the retention of certain data, which are 

generated or processed by them, in order to ensure that the data are available for 

the purpose of the investigation, detection and prosecution of ‘serious crime’ (as 

defined by each member state in its national law).133

The Data Retention Directive stems from a proposal introduced by the European 

Commission in September 2005, based on Article 95 TEU  (concerning 

the approximation of law in the internal market). Until then, the EU legal 

framework in relation to data retention consisted of the Data Protection 

Directive 95/46/EC and the e-Privacy Directive 2002/58/EC (which translates 

the general principles of the Data Protection Directive into specific rules for 

the electronic communications sector). Articles 5, 8 and 9 of the e-Privacy 

Directive laid down the rules that apply to the processing by network and 

service providers of traffic and location data generated by using their electronic 

communications services. The e-Privacy Directive provided that such data must 

be erased or made anonymous when no longer needed for the purpose of the 

transmission of the communication, except for the data necessary for billing 

or interconnection payments, or for marketing purposes and the provision of 
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value-added services (subject, however, to the consent of the data subject). The 

legislation of most member states is in line with these principles, but several 

member states also adopted legislation providing for the retention of data for 

law enforcement purposes (ie, the prevention, investigation, detection and 

prosecution of criminal offences), creating differences between the member 

states. The differences between the various national provisions governing data 

retention for law enforcement purposes were considered to present an obstacle 

to the internal market for electronic communications, since service providers 

might be faced with different requirements (eg, different retention periods) in 

different countries. The Data Retention Directive aims precisely at harmonising 

these provisions to the maximum extent possible. Nevertheless, the main reason 

for adopting the Data Retention Directive seems to be the need for the member 

states’ law enforcement agencies to dispose of a legal instrument that ensures 

the availability of data considered necessary to combat terrorism and other 

serious crime.

The Data Retention Directive applies to traffic and location data on both 

natural persons and legal entities, as well as to related data necessary to identify 

subscribers or users.134 The retention period for this data is not less than six 

months and not more than two years from the date of the communication, 

meaning that operators may thus be required to retain records of all e-mails, 

phone calls, faxes, text messages, etc, for two years after the date of the 

communication. During that period, operators will need to be able to trace and 

identify the source, destination, location, type, date, time and duration of the 

communications, as well as to provide details with regard to internet, e-mail and 

internet telephony connections.135 In addition, data should be retained in a way 

that allows for their transmission, upon request to the competent authorities, to 

take place ‘without undue delay’: not only are operators required to store huge 

amounts of data, but they also need to ensure that they can promptly identify 

and retrieve those data following a request by the competent law enforcement 

authorities. It is further made explicitly clear that only the competent national 

(law enforcement) authorities may be granted access to the retained data, 

and only in specific cases and in accordance with national law, each member 

state being responsible for defining the conditions for such access, taking into 

account the principles of necessity and proportionality.

With regard to the data retained, the Data Retention Directive imposes a 

minimum set of data security principles to be ensured by the providers of 

electronic communications services and networks: (a) retained data need to be of 

the same quality and subject to the same security and protection as data on the 
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network; (b) they need to be subject to appropriate technical and organisational 

measures against accidental or unlawful destruction, or accidental loss or 

alteration, unauthorised or unlawful storage, processing, access or disclosure; (c) 

they need to be subject to appropriate technical and organisational measures to 

ensure that access to the data can only be undertaken by specially authorised 

personnel; and (d) they need to be destroyed at the end of the retention period, 

except for the data accessed and preserved.

Member states are required to designate a public authority for the monitoring 

of the application within their territory of the provisions adopted regarding the 

security of stored data, which could be, for example, the local data protection 

authority. Member states further need to ensure that the remedies, liabilities and 

sanctions provided for in the Data Protection Directive 95/46/EC are made fully 

applicable to the processing of data under the directive. In particular, member 

states should take the necessary measures to ensure that any intentional access 

to, or transfer of, retained data is made punishable by criminal sanctions that 

are effective, proportionate and dissuasive.

The directive needs to be transposed into national law by 15 September 2007, 

but member states may postpone application of the directive to the retention 

of data relating to internet access, internet telephony and e-mail, and some 

have already chosen this option. Before 15 September 2010, the European 

Commission will make an evaluation of the application of the directive and 

its impact on the industry and consumers and, in particular, it will need to 

determine whether the list of data to be retained and the periods for retention 

should be amended.

Problems with the 2006 Data Retention Directive 
The Data Retention Directive has been the subject of extensive debate and 

controversy. Firstly, there has been considerable pressure exerted on the 

European Parliament to accept a proposal that was largely prepared in secret 

by the Council. The introduction of the directive followed a draft framework 

decision on the same issue,136 backed only by a limited number of member 

states at Council level and strongly opposed by the European Parliament. The 

Parliament rejected the framework decision twice during the consultation 

procedure, until a deal with the UK Presidency of the Council and the European 

Commission saw the light and the same data retention obligations were 

introduced as first pillar legislation, ensuring in this way its full co-decision 

rights. The Commission, which also favoured this legal basis because it suited 

its preference for Community procedure, drafted a directive to be passed by an 
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accelerated procedure in the European Parliament and by qualified majority in 

the Council, using Article 95 TEC. The Parliament’s approval was interpreted 

by some as a reversal of its own position on the question137 and, in any case, 

the stronger data protection guarantees initially proposed by the European 

Parliament seemed to be the price to be paid for the institutional battle. 

Secondly, the Data Retention Directive has also been controversial because of 

its significant implications for the communications industry (ISPs, telecoms 

operators, etc), notably because of the related privacy and cost issues.

Thirdly, there are the data protection objections. The Article 29 Working Party 

has called upon the member states to implement the directive with a concern for 

harmonisation. The Working Party is of the opinion that the directive leaves too 

much room for national interpretation and that, thus, the goal of harmonisation 

will not be achieved. Moreover, it considers that the data protection guarantees 

incorporated in the directive are not specific enough138 and, although some 

last-minute guarantees were introduced,139 the overall feeling remains that the 

directive lacks balance. The agreed minimum retention period is six months 

and the maximum period 24 months (Article 7), but member states may also 

decide on any longer term they find necessary (Article 11), which led to a 

Polish law allowing mandatory telephonic data retention for 15 years.140 Most 

notably, the directive calls for the indiscriminate collection and retention of 

data on a wide range of Europeans’ activities, whereas traditional police work 

only targets suspected persons. There has never before been a policy mandating 

the mass storage of information based on the possibility that it might be of 

interest at some point in the future.141 Mandatory retention for the sake of law 

enforcement challenges the data protection principle that communications 

service providers should not retain their data for far longer periods than required 

for business purposes, and should not allow subsequent use of that data for 

purposes not contemplated at the time of collection.142

Fourthly, the current institutional problems related to the data retention issue 

need to be mentioned. Data retention, although serving security purposes, has 

been regulated, not by a framework decision (third pillar), but by a directive 

(first pillar). On 6 July 2006, Ireland brought an action before the European 

Court of Justice (Case C-301/06) claiming that the Court should annul the Data 

Retention Directive on the grounds that it was not adopted on an appropriate 

legal basis and that, therefore, the wrong instrument had been used and was 

not appropriate.143 As in the PNR case, brought before the Court in 2005, which 

will be discussed in the next section, the key question in this case concerned 
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the applicability of Community law to the use of personal data collected by 

private companies for law enforcement purposes. In the PNR case, the Court 

took the view that the purpose determines the pillar. Private companies are 

governed by the first pillar data protection rules, but when a legal instrument 

forces them to process data for enforcement purposes, it has to be based on 

third pillar instruments which, as we have seen above, have been criticised 

for lacking democratic and Rechtsstaat features, such as proper parliamentary 

voting and proper judicial review by the European Court. Ireland (and Slovakia) 

expressed their intention to appeal against the Data Retention Directive in May 

2006, a few months after the European Court of Justice’s Advocate General’s 

recommendation on the PNR case stated that the agreement was beyond the 

scope of Article 95, favouring with this interpretation a limited approach to the 

scope of Community law.144 In October, the EDPS requested to appear before 

the Court of Justice in support of the defendants, as he considered that the case 

offered the possibility to clarify the Court judgment in the PNR case. According 

to the EDPS, a less limited interpretation of the scope of Community law would 

benefit the protection of data subjects.

Case-law regarding the use of data by police and judicial 
authorities 
The growing quantity of data collected raises a number of questions that are 

difficult to answer solely on the basis of legal texts. Will all national authorities 

consent to the same standards of data collection? Can someone be refused entry 

into the Schengen area, just because his or her name is in the SIS files? Does 

data protection only exist on paper or is it enforced in practice by courts? Should 

we protect all data or only sensitive data? Do law enforcement authorities 

have a free hand when processing data because they combat crime and this is 

considered of the highest relevance? 

Case-law regarding the SIS 
One of the rare occasions where the judges have taken a strong stand on the 

subject matter discussed is a recent case brought before the European Court of 

Justice, in which the key issue was whether law enforcement authorities can 

refuse a person entry into the Schengen area, just because his or her name is in 

the SIS files.145

On the one hand, Directive 64/221 allows family members of third country 

nationals to enter the EU, and, on the other hand, the Schengen Agreement 

allows any member state to refuse entry into its territory to any individual on 

whom the system has an ‘alert’. In the case at hand, two Algerians attempted 

C h a p t e r  6  -  D a t a  p r o t e c t i o n  i n  t h e  t h i r d  p i l l a r



C r i m e ,  r i g h t s  a n d  t h e  E U :  t h e  f u t u r e  o f  p o l i c e  a n d  j u d i c i a l  c o o p e r a t i o n J U S T I C E

159

to enter Spain as family members of Spanish nationals, but Spain refused entry 

because of an ‘alert’ (placed by Germany on both persons) existing in the 

Schengen area. The situation illustrated the contradiction between the directive 

and the Schengen Agreement because, according to the first, the two Algerians 

should have been permitted to enter Spain, but, according to the second, 

Spain had the right to refuse entry into the Schengen area. The Commission 

filed against Spain, whose authorities claimed the rejection of entry was lawful 

because the measure was by virtue of the Schengen Agreement. The Court 

examined first the relationship between Community law and the Convention 

implementing the Schengen Agreement (CISA) and found that

the compliance of an administrative practice with the provisions of the 

CISA may justify the conduct of the competent national authorities only in 

so far as the application of the relevant provisions is compatible with the 

Community rules governing freedom of movement for persons.146 

Ultimately, the Court weighed the Schengen Agreement and the Data Protection 

Directive, and found in favour of the directive: the provisions of the Schengen 

Agreement allowing for automatic rejection were contrary to Community law 

and could not be applied; member states should examine the merits of each 

case separately (whereby the freedom of movement takes precedence) before 

reaching a decision.

The Court’s reasoning closely resembles the right not to be judged solely on the 

basis of automated decisions referred to in Article 15(1) 1995 Data Protection 

Directive. Indeed, the Court finds that ‘automatic’ rejections do not seem to 

comply with the freedom of movement within the EU: 

It follows that, under the mechanism provided for by the CISA, a person 

falling within the scope of Directive 64/221, such as a national of a third 

country who is the spouse of a Member State national, risks being deprived 

of the protection provided for by that directive where an alert has been issued 

for the purposes of refusing him entry.147 

[...] ‘In such circumstances’, states the judgment,

the Spanish authorities were not justified in refusing entry to the persons 

concerned without having first verified whether their presence constituted 

a genuine, present and sufficiently serious threat affecting one of the 

fundamental interests of society.148
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The judgment contains a serious limitation on proactive profiling techniques, 

which allow for persons to be blacklisted on the basis of certain characteristics 

identified by profiling software. Moreover, the judgment can also be interpreted 

as a warning: when a member state uses data transferred by another it is 

never ‘covered’ by the fact of not being responsible for entering the data. If, 

for instance, its authorities refuse someone entry into the territory, they must 

previously have carried out a concrete assessment of the danger to public order 

posed by the person.149

The PNR case 
A highly significant case is the one known as the PNR case. Since January 2003, 

European airlines flying into the United States have been obliged to provide 

the US customs authorities with electronic access to the data contained in their 

automated reservation and departure control systems, referred to as ‘Passenger 

Name Records’ (hereinafter ‘PNR data’). Based on US laws adopted following the 

terrorist attacks of 9/11, airline companies are obliged to submit the data before 

or immediately after the airplane takes off and, if they fail to do so, they can 

be fined a maximum of $5,000 for each passenger whose data have not been 

appropriately transmitted. The PNR data comprise 34 fields of data, including 

not only name and address, but also contact details, such as telephone numbers, 

e-mail addresses, information on bank numbers and credits cards, and also on the 

meals ordered for the flight. The US demand for data held by European firms for 

billing purposes without the consent of the passengers to the transfer or a proper 

legal basis clearly violates European data protection regulations. The European 

Commission tried to solve the problem by negotiating with the US officials a 

series of requirements and subsequently adopting a decision on adequacy based 

on Article 25 EC Directive on Data Protection,150 whose adoption meant that 

the Commission was convinced that the US would ensure an adequate level of 

data protection for the transfers. This decision enabled the Council to adopt the 

agreement of 17 May 2004 between the European Community and the United 

States of America151 to officially allow the transfers.

When negotiating these instruments, the Commission assumed that it was 

competent to do so on the basis of the provisions in Community law regarding 

transportation and data protection. However, on 30 May 2006, the European 

Court of Justice annulled Council Decision 2004/496/EC and Commission 

Decision 2004/535/EC152, arguing that they could not have their legal basis in 

EU transport policy (a first pillar provision). A careful reading of the preamble 

to the EU-US agreement led the Court to find that its purpose was: to enhance 

security, to fight against terrorism, to prevent and combat terrorism, related 
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crimes and other serious crimes, including organised crime; and to prevent 

flight from warrants or custody for those crimes. Thus, the Court held that 

the data transfers concerned fell within a framework established by the public 

authorities related to public security.153 The Court judgment has been seen as 

a failure for the European Parliament, as it had launched the procedures but 

mainly on a different ground, namely, that Council Decision 2004/496/EC 

and Commission Decision 2004/535/EC accepted a disproportionate transfer 

of data to the United States without proper data protection guarantees. This 

issue was simply not addressed by the Court, which concentrated instead on 

the institutional arguments raised by the European Parliament. Even from 

this point of view, however, it is doubtful whether the result was really what 

the European Parliament was aiming for, as the judgment resulted in any new 

agreement having to be negotiated in the context of the third pillar, where 

the Parliament has less of a voice than in the first pillar and is, thus, excluded. 

Moreover, in the third pillar, the European Court of Justice exerts a high level of 

control, as its jurisdiction over those matters depends on whether each member 

state has made a declaration permitting its national courts (and not necessarily 

courts at the same level) to refer questions to the European Court of Justice on 

third pillar issues. Finally, the rejection of the 1995 Data Protection Directive as 

a proper legal basis has to be noted. The European Court of Justice concluded, 

on the one hand, that the collection of PNR data by airlines falls within the 

scope of Community law, but, on the other hand, it seemed to accept that if the 

same data are to be transferred for public security reasons they no longer need 

the protection of the 1995 Data Protection Directive.154 In his initial reaction 

to the PNR judgment, the EDPS rightly declared that this reasoning creates a 

loophole in the protection for citizens. The judgment seemingly implies that 

the transmission of information to third countries or organisations from the 

future VIS or SIS II would escape the applicable rules of the 1995 Data Protection 

Directive, as long as the transmission is intended for police or public security 

use. 

As seen above, a similar argument to the one used by the Court in the PNR 

judgment has been raised with regard to the legal basis for the directive on 

data retention in Ireland’s and Slovakia’s appeal against it before the European 

Court of Justice. The EDPS request to appear before the Court in support of the 

defendants is not only an expression of his interest in an eventual clarification 

of the applicability of Community law to the use of personal data collected by 

private companies for law enforcement purposes, but also an opportunity to 

oppose the argument that a first pillar proposal should not include rules on 

access by police and judicial authorities. The case is still pending.



J U S T I C E

162

Towards a framework decision on the protection of  
personal data 
Rationale 
Currently, the basic text governing data protection by law enforcement is not 

part of the EU law but derived from the Council of Europe, since Directive 

95/46/EC does not apply to matters of justice and home affairs. We have already 

seen, above, that the 1981 Council of Europe Convention on data protection 

has indeed become the standard in the field of justice and home affairs, as the 

legal instruments on Schengen, Europol, Customs Information System and 

Eurojust all refer to it and require member states to take measures to achieve its 

level of protection. Today, nevertheless, there is a call for the EU to take legal 

action and to elaborate a new standard text on data protection in the third 

pillar, replacing or complementing the specific provisions governing initiatives, 

such as Schengen, Europol and Eurojust. Several factors account for this. 

Firstly, the Council of Europe’s Convention regulates processing done by law 

enforcement authorities without taking into account the specific characteristics 

of the contemporary exchanges of data by police and judicial authorities 

and, in addition, case-law regarding privacy and data protection is slow and 

reticent. We subscribe to this argument, because, as already underlined, neither 

the 1981 Council Convention, nor its 1978 Recommendation No R (87) 15, 

address the consequences for data protection of new police practices, such as 

intelligence-led policing, so it is easy to understand that Europe is in need of 

a data protection framework addressing the issues raised by those practices.155 

Secondly¸ international data exchanges are increasing, due to further integration 

and facilitated by legal instruments, such as the 2006 framework decision on 

the exchange of information, as well as policy options, such as the availability 

principle and interoperability. At the same time, methods of data gathering and 

data exchange are also multiplying, again facilitated by EU initiatives, such as 

the Data Retention Directive. Thirdly, there is the will to overcome the current 

legal difficulty to determine whether certain processing and transfer operations 

in the area of justice and home affairs, especially those carried out by private 

actors, fall under the rules of the first or the third pillar. In the PNR case, the 

Commission argued that the regulation of the transfer of passenger data by 

private airlines would fall under the rules applicable to the harmonisation of the 

internal market (Article 95 TEC), but the Court of Justice found that the data 

transfer was motivated by concerns for public safety and, therefore, fell under 

the scope of the third pillar.156 Fourthly, another argument is that adequate data 

protection supervision requires more integration of the existing supervisory 

bodies for Europol, Eurojust and the SIS. To varying extents their controls are 

based on the 1981 Convention and Recommendation No R (87) 15, but each 
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organ follows its own specific data protection rules incorporated into the legal 

instruments under which they are established. 

For busy policy-makers, the third argument is probably the most convincing, 

since it deprives the EU of having a voice in issues with a clear European 

dimension. It is, nevertheless, questionable whether legislative action is 

generally felt to be a priority, particularly as earlier attempts to draft a framework 

decision were unsuccessful.157 Some actors consider that the existing framework 

seems to function relatively well, and those who feel that data processing by 

police and justice authorities does not need too much effective control could 

actually see the lack of updated rules on data processing as a gift from heaven. 

In fact, the real rationale behind the current initiative to draft a framework 

decision on the protection of personal data processed within the framework 

of police and judicial cooperation seems to be political pressure: the Council’s 

promise to the European Parliament to adopt such a decision at the time of the 

voting on the 2006 Data Retention Directive. Additionally, its need was felt by 

the Commission and the Council when introducing the proposal of October 

2005 for a Council framework decision on the exchange of information under 

the principle of availability (discussed above), a document with far-reaching data 

protection implications.158 Motivated expressly by the bombings in London in 

2005159 and within a short (six-month) notice by the Council, in October 2005, 

the European Commission presented its proposal for a Council framework 

decision on the protection of personal data processed in the framework of police 

and judicial cooperation in criminal matters.160 

The drafting process of the framework decision 
After the submission of the proposal by the Commission in October 2005, the 

EDPS issued an opinion (in December 2005), and the European Parliament 

agreed on the 60 amendments in its report in May 2006 and adopted it in 

September 2006.161 However, between November 2005 and November 2006, 

the Council’s Multidisciplinary Group on Organised Crime (MDG) produced 

29 reports substantially changing the Commission’s proposal without reaching 

agreement on the text. A new draft was made available in November 2006.162 

The work of the Commission and the interventions of the MDG met with little 

enthusiasm. The EDPS and the European Parliament, both of which felt that 

their views had been ignored,163 focused part of their critique on their lack of 

voice during the drafting procedure: by the time the framework decision was 

drafted, data protection changed Directorates within the EU bureaucracy – from 



J U S T I C E

164

DG Internal Market it moved to DG Justice and Home Affairs. This change 

appears to have gravely affected the ‘quality’ of the Commission’s proposals and 

performance during the subsequent negotiations, which were, quite surprisingly, 

led by the Council’s MDG, a group comprised of police officers and Ministry of 

Justice officials, which showed very little interest in data protection164 and 

which consequently refused all involvement of data protection experts (either 

the Working Party or the EDPS) in the process of redrafting. Lack of consensus 

within the group explained why, in January 2007, the German Presidency, 

admitting that the Council was in a mess, asked the European Commission to 

go back to the drawing board and prepare a ‘revised’ proposal.165 At the meeting 

of the Article 36 Committee on 25 and 26 January 2007, the Presidency set out 

a series of basic points166 for revising the proposal, with the aim of removing 

outstanding reservations and making a real improvement in third pillar data 

protection. In March 2007, the Presidency issued its revised draft.167 The draft 

was submitted to the Article 36 Committee at its meeting on 22 and 23 March 

2007.

In the following section, we will discuss the content of the first versions of the 

draft framework decision, highlighting the main discussion points that explain 

why a consensus has still not been reached. 

The October 2005 proposal for a Council framework decision 
The original 2005 proposal was drafted by the Commission along the lines of 

Directive 95/46. Taking into account that a solid instrument in the field of data 

protection already existed, that principles and national legislations were already 

in place and that the architecture of control was already established (supervising 

authorities, both at a national and at a European level), it would have appeared 

inconsistent if the proposed framework decision had not at least followed the 

pattern of the directive.168 Consequently, both the structure of the proposed 

framework decision and its approach to its subject matter has been influenced 

by the directive: scope and definitions in Chapter I, the general data protection 

principles in Chapter II, individual rights in Chapters IV, V and VI, establishment 

of a Supervisory Authority (to be assisted by a Register) and a Working Party in 

Chapter VII – only Chapter III, defining the special types of processing and data 

transfers (principle of availability) is entirely unprecedented. 

The stated goal of the 2005 draft is twofold: to safeguard the interests of the data 

subjects in the area of justice and home affairs and to create a legal environment 

to foster trust and, hence, more cooperation without undue obstacles between 

the law enforcement authorities. The draft bears the following characteristics: (a) 
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it follows not only the pattern but also the contents of the directive, including 

such issues as the finality principle, the rights of data subjects, the control of 

personal data exports to third countries, etc; (b) the Commission seems to place 

emphasis on the protection of human rights; (c) the legal basis of the proposed 

framework decision is obscure; it also remains to be seen whether the domestic 

processing of member states may be governed by it; (d) the draft attempts to 

strike an admittedly difficult to find balance between the instruments already 

in effect (Schengen, Europol, Eurojust, Customs Information System);169 (e) it 

also attempts to strike an equally difficult balance between its subject matter 

(criminal matters) and the matters that should be excluded altogether from 

application of its provisions (ie, state security).

Several major problems had to be dealt with in the process of drafting the 

framework decision. Firstly, an important difficulty was to determine the exact 

difference between police authorities and judicial authorities. Data protection 

up until now has focused mainly on controlling police processing, the judiciary 

being considered ‘less dangerous’ and less in need of control since its tasks are 

more limited, viz, bringing suspects before the judge, where the procedural rules 

of due process determine the proceedings. However, police forces have a broader 

task, ranging from criminal investigation, to crowd control, to political policing, 

a series of functions often exercised without transparency, making control 

and data protection more vital. Moreover, police data are sometimes based on 

uncertain facts or on assumptions and hearsay (‘soft data’), whereas judicial 

information mainly concerns established facts (‘hard data’). Finally, on an 

organisational level the traditional separation of powers and the independence 

of the judiciary make the control of its members by data protection authorities 

more than delicate. 

Secondly, another problem is the differences between the police and judicial 

systems around Europe: several member states have specialised criminal 

investigation police bodies, while others do not; in some member states only the 

police can enforce penalties, while in most it is done by the prosecutor. The lack 

of harmonisation of the criminal process at European level is general, beginning 

with the identification and investigation of a crime until its discussion in 

court.

Thirdly, political and national considerations also represent a major difficulty. 

The ‘terrorism’ climate is certainly one of those considerations, pushing for 

as much ‘availability’ of data as possible, even if with the typical minimum 

requirements. It should be recalled that the proposed framework decision was 
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drafted by the Commission (Justice Directorate) but was subsequently due to go 

through the Council and its Committees on Crime, where the emphasis is not 

placed upon individual rights, but rather on police priorities. If the principle 

of availability can be expected to be most welcome in these circles, the data 

protection that comes with it is not. Finally, practically all member states have 

set up their own ‘politics’ within the crime prosecution sector, by entering into 

bilateral agreements for the exchange of information (police cooperation) with 

countries of the third world that would be unable to fulfil any requirements for 

‘adequacy’ data protection examination. Nevertheless, for many member states 

the established cooperation may seem too valuable to be abandoned. 

The debate regarding the scope of the framework decision 
The work of the Commission was not favourably received by the member states’ 

representatives in the Council’s MDG. A first debate was triggered around the 

scope of the proposal, particularly concerning the question of whether the 

initiative applied to all processing of data by law enforcement authorities or 

only to processing of data with the purpose of being exchanged within the 

EU. The proposed draft applied to internal or domestic processing of data, as 

well as cross-border exchange of data, which seems convenient both from a 

practical and a theoretical perspective: it seems evident that the framework 

decision should apply to all processing within the member states, as data 

protection principles cannot apply at a cross-border level if they are not applied 

domestically beforehand. However, several member states seemed to have 

objected to this uniform application, suggesting that the provisions should only 

be implemented for international data transfers.170 If this were the case, the police 

and the justice systems of each member state would maintain two databases: 

one for internal use (where obviously processing goes on uncontrolled or, in 

any event, according to national law), and one for international data transfers 

(where the framework decision would apply). On a practical level, this cannot 

work: how can the police know in advance (while setting up its databases) 

which data will be requested in the future by another member state? To separate 

data into two ‘sets’ is obviously not only impractical but also costly, as it requires 

double databases and technical infrastructure. On a more theoretical level, the 

question that can be raised is: what kind of processing do the member states 

not willing to comply with basic data protection principles execute? Also from 

a theoretical perspective, it needs to be highlighted that framework decisions 

are meant to harmonise, not to assist international exchanges between member 

states: the creation of double databases with one half being uncontrollably 

processed in each member state offers little to the purpose of harmonisation. 

Finally, it should be noted that, regarding questions of legal basis, the Council 
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Legal Service delivered an opinion whereby it confirmed that the framework 

decision might also apply to domestic police processing.171

The debate between security and privacy and its consequence for the data 
protection principles in the framework decision 
With a new Directorate in charge of data protection and with a series 

of new guiding data processing principles (interoperability, availability) 

politically established, it is not surprising that the Commission’s work was not 

wholeheartedly loyal to the classical data protection principles it had, until 

recently, backed The finality principle was brutally attacked (by the notion of 

‘further processing’), the principle of availability was evidently present, and 

police data seemed to be allowed to flow not only between different police 

authorities, but also other state agencies, and, indeed, even private parties(!). 

However, a comparative analysis of the original Commission proposal and the 

status of the framework decision as of November 2006 demonstrates that the 

MDG was able to significantly reduce the protection of individuals to the benefit 

of law enforcement interests. The November 2006 draft framework decision 

resembles only formally the initial proposal of the Commission, as each and 

every fundamental data protection principle has been tied to exceptions that 

often make it unenforceable. The finality principle has been mostly put to the 

test: rather than setting up databases for single purposes only, ‘further processing 

of data’ is considered lawful in a multitude of cases, among which are listed such 

broad categories as processing for ‘the protection of rights and freedoms of a 

person’, or when ‘necessary for lawful purposes of public interest’,172 reducing 

to a very few cases those when police forces may not use its records (and records 

of other state authorities) for whichever purposes they wish.173

The ‘accuracy’ principle has also come under attack: according to the November 

2006 draft framework decision, inaccurate police records (and, obviously, their 

use by police authorities to the detriment of individuals) shall be permitted if 

the police take 

every reasonable step […] to ensure that data which are inaccurate or 

incomplete, having regard to the purposes for which they were collected, for 

which they are further processed are erased or rectified.174 

Regarding international data transfers under the principle of availability, 

Member States shall provide that appropriate measures are taken to ensure 

that, in cases where the controller rectifies, blocks or erases personal data 
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following a request, a list of the suppliers and addressees of these data 

is produced, unless this proves impossible or involves a disproportionate 

effort.175 

In addition, all police mistakes are liability-free, because ‘the controller may 

be exempted from this liability, in whole or in part, if he proves that he is not 

responsible for the event giving rise to the damage’,176 negligence is, obviously, 

included.

Of course, these exceptions also have a severe impact on more secondary 

data protection principles. In this sense, the November 2006 draft framework 

decision practically abolishes the time restriction imposed by the 1995 Directive 

on all personal data that have fulfilled their purpose. It states that, when it 

comes to police data, 

Member States shall provide that automated personal data shall be stored 

only as long as it is necessary for the purpose for which it was collected or 

further processed,177 

the emphasis obviously being placed here upon the expression ‘further 

processed’.

Contrary to what could be expected in times of international terrorism and 

religious fundamentalism, the November 2006 draft framework decision cares 

very little for the police basing its processing on the religion, the origin, the 

political beliefs or the sexual preferences of individuals – what is known as 

‘sensitive data’ requiring special protection. Indeed, rather than the original 

wording of the Commission,178 which was formulated negatively and strictly 

along the lines of the directive, the MDG opted for the following: 

In addition to the conditions laid down in Article 5, Member States shall 

permit the processing of personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership 

and the processing of data concerning health or sex life only when this 

is strictly necessary. Member States shall provide for suitable additional 

safeguards.179 

This broad wording obviously constitutes a reduction in the level of data 

protection for individuals in the sector where it is most needed. Indeed, it is not 

especially first pillar processing (by marketing companies, banks, etc) that hurts 
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individuals when based on sensitive data, but rather state processing (police 

enforcement and consequent actions). 

The situation of individual rights very much resembles the data protection 

principles erosion in the text (see above): even though the Commission included 

them in its original proposal as per the acquis of the directive, the MDG seems 

to have undertaken positive measures to undermine them. A comparative 

analysis of Article 19 on the right to information, as set out in the Commission’s 

original proposal and in the draft of the MDG of September 2006, easily proves 

that individuals ultimately have very restricted options when exercising their 

rights. The same is, unfortunately, the case with the right of access (Article 21). 

Also noteworthy is that police authorities, seemingly, have no special interest 

in correcting false information in their hands: communication of the error to 

the agencies that have sent the false information is subject to not ‘imply in a 

“disproportionate effort”’180 (which will almost invariably be the case if data 

circulate around the world), and, in any case, the police are never liable if they 

are ‘not responsible’,181 which apparently includes any negligence on their 

part. 

The debate about limitations to the principle of availability within and 
outside the EU 
When we discussed the draft document prepared by the Commission containing 

general rules on the availability principle, we observed that there was a 

distinctive lack of enthusiasm for it in the law enforcement community, which 

seems to be more than happy with all the more specific initiatives already 

existing and forthcoming. Article 23 of the 2000 Convention on Mutual 

Assistance in Criminal Matters offers a nice illustration of those initiatives. We 

saw above how, for the first time, very modest data protection limitations had 

been imposed on the judiciary in its cross-border work. The 2000 Convention 

imposes almost no limitation as to the finality of the data exchange, and use of 

data for offences other than the initial offences, for example, is not prohibited. 

The regulatory framework is stricter for police work: in this sense, Article 39 

1990 Schengen Convention prescribes that use of data for other purposes is not 

allowed unless there is authorisation from the transmitting member state. 

Many member states are unwilling to add further limitations along the lines 

of Schengen to the work of the judiciary. On the contrary, the principle of 

availability invites them to remove all limitations: by virtue of the principle, 

any police or justice official of one member state may automatically access data 

held by its colleagues in another member state. If this was already very clear in 
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the original 2005 proposal drafted by the Commission, with the explicit aim 

to abolish all limitations, thus opening the way to ‘interoperability of national 

databases or direct (online) access’,182 it more concretely gave way to a multitude 

of case-specific articles and permissions for transfers of police data even to 

private parties.183 Following the intervention of the MDG, the situation appears 

even more threatening: now, only two Articles cater for the whole principle of 

availability: one for availability among member states and one for availability 

to third countries.

As far as availability among member states is concerned, the framework decision 

only states that its general principles shall apply to data transmitted by one 

member state to another.184 Given the battered data protection principles (for 

instance, the finality principle as enhanced by the ‘further processing’ notion, 

or the police approach to information accuracy), the principle of availability will 

amount to nothing less than complete and total freedom for every state agency 

to process police and similar personal data within the EU.

The situation regarding international police data transfers is even more 

problematic, as the EU cannot allow the member states to have too many 

differences in approach. Under the 1995 Data Protection Directive, all transfers 

of data from the EU to third countries are conditional on a series of 

requirements,185 with a final say for EU institutions that can overrule member 

state decisions.  For example, if the Commission determines that a third country 

does not offer ‘adequate’ protection, the member states must comply with its 

decision.186

The October 2005 Commission proposal set up a directive-like system, allowing 

some central control over the third countries to which national law enforcement 

agencies would send data. However, the MDG seems to have moved away from 

this idea, preferring to leave the task of taking ‘adequacy’ decisions to member 

states.187 Additionally, the bilateral agreements of member states are expressly 

not affected by the framework decision, which could ultimately lead to the 

probably ‘unprofessional’ situation whereby, for instance, Belgium may deem 

that Nigeria provides ‘adequate’ protection, and thus exports its police records 

there, while, at the same time, France thinks otherwise and prohibits such 

exports. In this example, a major problem could arise if Belgium acquires data 

from France under the principle of availability and wishes to send the data to 

Nigeria. For this type of situation, the MDG seems to have accepted as a last 

resort that 
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the competent authority of another Member State that has transmitted 

or made available the data concerned to the competent authority that 

intends to further transfer them has given its prior consent to their further 

transfer.188 

Altogether, the model is feeble and cannot be compared to the stronger central 

control of the first pillar, whereby data transfers are ultimately less harmful to 

individuals, representing yet another example of the reduction of individual 

rights under the framework decision.

The framework decision and other police cooperation instruments 
(Schengen, Europol, etc)
We commented above on the fragmentary character of European data protection, 

as all police cooperation instruments have established their own data protection 

controls and agencies (the Schengen JSA, the Europol JSB, the Eurojust JSA and 

the CIS JSA). With the exception of the Eurojust Joint Supervisory Authority, 

all these agencies are actually composed of almost the same representatives,189 

who are generally the same people who participate in the Article 29 Working 

Party to discuss matters related to the first pillar as representatives of their own 

national supervisory authorities. Those representatives, nevertheless, do not 

have an institutionally recognised forum allowing them to meet and discuss 

at EU level data protection in the third pillar in general. To solve this problem, 

the European Data Protection Commissioners met on 14 September 2004 in 

Wroclaw, Poland and adopted a resolution to set up a ‘joint EU forum on data 

protection in police and judicial cooperation matters (data protection in the 

Third Pillar)’. The resolution highlights the contrast between the first pillar, 

where the Article 29 Working Party is in place, and the third pillar, where there 

is no equivalent body; the three joint supervisory bodies covering Europol, 

Schengen and Eurojust have specific mandates and, according to the resolution, 

‘a broader approach is required to secure a uniform level of data protection 

safeguards for the whole area of police and judicial cooperation’.190 

An obvious aim of the original 2005 draft proposal was to affect as little as 

possible other, already existing police cooperation instruments (Schengen 

– including the SIS II – Europol, Eurojust, etc)191 and, indeed, the proposed 

framework decision did not replace those specific regulations. In the same spirit, 

there was also no question of merging the different JSAs. Instead, the proposal 

chose to establish a Working Party, in a way parallel to the Article 29 Working 

Group, allowing the representatives of the existing JSAs to meet and together 

play a consultancy role on matters related to the third pillar. 
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The creation of a parallel group to the Article 29 Working Group for the third 

pillar would, indeed, fill a gap in the institutional role of data protection 

commissioners. However, it could be only part of the answer, as the opinions 

of the Article 29 Working Party tend to be simply ignored by the Council and 

Commission; and even the European Parliament, whose reports do take notice 

of the Working Party’s opinions, has, until now, routinely ignored its views 

on third pillar issues. Also, this amounts to an extremely complicated model 

that will probably, in practice, prove rather ineffective for the protection of 

individual privacy. 

The MDG is not very favourably disposed towards this aspect of the 2005 draft 

proposal and neither is the current German Presidency. 

The March 2007 German Presidency’s proposal for a Council 
framework decision
In January 2007, the German Presidency asked the European Commission to 

prepare a revised proposal.192 In March 2007, the German Presidency presented 

its own new draft.193 Like the Commission’s proposal, the Presidency’s draft 

includes general rules on the lawfulness of the processing of personal data, 

provisions concerning specific forms of processing, rights of the data subject, 

confidentiality and security of processing, judicial remedies, liability, sanctions, 

national supervisory authorities, and the transfer to third states. Modifications 

and amendments are suggested within all chapters of the draft, the most 

important ones to be mentioned at this point, however, are the following: 

•	 The proposal will now also apply to Europol, Eurojust and the third 

pillar Customs Information System, whereas authorities or other 

offices dealing specifically with matters of national security are 

explicitly excluded from its scope (Article 3 II), though these bodies 

are not explicitly specified. 

•	 One of the major innovations of the draft is the inclusion of Article 

26, which aims to combine the existing data protection supervisory 

bodies, which have hitherto been established separately for the SIS, 

Europol, Eurojust, and the third pillar Customs Information System, 

into a single data protection supervisory authority, merging with it 

the advisory working party provided for in the earlier draft. However, 

a separate Council decision will be necessary in order to establish that 

body. The Presidency intends to submit conclusions to the Council 

endorsing that aim and asking the Commission to bring forward a 
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proposal for the relevant Council decision as soon as possible. Having 

the aim to cover the whole of the third pillar, including Europol, 

Eurojust and the third pillar Customs Information System, the draft 

also aims to ensure that more extensive specific data protection 

rules in the relevant legal instruments remain unaffected. Where 

the framework decision is to replace existing specific data protection 

provisions, the data protection framework decision explicitly stipulates 

this. 

•	 Another far-reaching new clause implements very controversial 

measures with regard to the exchange of data with third states. First, 

the proposal reiterates that the framework decision is without prejudice 

to any obligations and commitments incumbent upon member states 

or upon the EU by virtue of bilateral and/or multilateral agreements 

with third states. Furthermore, personal data received from or made 

available by the competent authority of another member state may be 

transferred to third states or international bodies only if the competent 

authority of the member states which transmitted the data has given 

its consent to transfer in compliance with its national law.

•	 Finally, in the most recent Article 36 Committee meeting on 22-23 

March 2007, the German Presidency also outlined its position with 

regard to the controversial question about the scope of the proposal, 

explaining that ‘the revised draft Framework Decision had taken into 

account the work of the MDG on the proposal but that it had decided 

to restrict the scope of the proposal to the exchange of data between 

Member States, thus excluding data processing at a domestic level.’194

Critical assessment of the framework decision and the position of the 
German Presidency
Towards the end of 2006, after the Finnish Presidency195 concluded work on 

the framework decision and handed it over to the German Presidency, both the 

EDPS and the European Parliament chose to intervene to alert the Council to the 

clear compromise of individual rights created by the wording of the text, at least 

as it was being discussed at that time. The EDPS expressly declared himself to be 

‘worried about indications that current negotiations in Council are leading to a 

fragmented and lowered level of protection for the citizens’ and thus 
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strongly urge[d] the delegations to reconsider. The EDPS is concerned that 

legislation aiming at facilitating police and judicial cooperation might 

be adopted while the legal data protection framework is delayed and 

diluted.196 

In this context, his follow-up opinion focused its criticism mainly on the issue 

of the scope of the framework decision (‘division in data files’), as well as on the 

treatment of sensitive data, on the possibility of exchanging data with non-law 

enforcement authorities and private parties, and on international data transfers 

and the exclusion of the ‘adequacy’ criterion, as well as on the compromise of 

fundamental individual rights, such as the right to information.197

At the same time, the Committee on Civil Liberties, Justice and Home Affairs of 

the European Parliament submitted a report 

with a proposal for a European Parliament recommendation to the Council 

on the progress of the negotiations on the framework decision on the 

protection of personal data processed in the framework of police and judicial 

cooperation in criminal matters,198 

produced because the Committee expressly felt 

extremely concerned at the direction being taken by the debate in the 

Council, with Member States appearing to be moving towards a data 

protection agreement based on the lowest common denominator; fearing, 

moreover, that the level of data protection will be lower than that provided 

by Directive 95/46/EC and Council of Europe Convention No 108 and 

that implementation of such an agreement might have a negative impact 

on the general principle of data protection in each Member State without 

establishing a satisfactory level of protection at European level. 

It, therefore, identified (admittedly in a similar manner to the EDPS) the 

framework decision’s most problematic areas (sensitive data, finality principle, 

rights to information and access, the adequacy criterion) and called for 

maximum participation during the law making process, with representations 

from national data protection authorities, the Article 29 Working Party and the 

European Parliament itself, as well as national parliaments.

As Germany took over the EU Presidency from Finland in 2007, a whole new 

approach saw the light – or rather two new approaches. The first approach 
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suggested starting again. As mentioned above, on 15 January 2007, it became 

public that the German Presidency did not want to proceed with discussing the 

Council draft and had instead asked the European Commission to go back to 

the drawing board and prepare a ‘revised proposal for a Framework Decision on 

data protection in police and judicial matters’.199 Although some commentators 

have interpreted this measure as a promising step for data protection,200 it is 

not certain that it was motivated by genuine data protection concerns.201 As 

outlined, the German Presidency wishes to change the text drastically in two 

ways. First, it is of the opinion that the framework decision should be limited 

to general principles, and, therefore, exist alongside the specific rules in the 

legal texts concerning Eurojust, Europol, the Customs Information System and 

Schengen. Secondly, the German Presidency wants to merge the existing third 

pillar JSAs. 

The German Presidency’s proposal has just been issued and it is too early to 

see whether these changes will find any acceptance, as it is also too early to 

judge the real German willingness to carry through the project of developing 

a general data protection framework for justice and home affairs. We indicated 

above that we saw that the project was partly meant to be compensation for a 

general framework decision regulation of the principle of availability, which, in 

the meantime, has been taken off the political agenda. 

The real intentions of the German Presidency are perhaps best judged by taking 

into account their second approach, viz, to convince all the EU member states to 

sign the 2005 Prüm Treaty (discussed above) and to develop first pillar directives 

and third pillar framework decisions in order to transpose the Prüm Treaty at EU 

level.202 As we have seen, the Prüm Treaty provides for a system for exchange 

of data, such as DNA, vehicle data and fingerprint data, and although it does 

not mention the ‘principle of availability’, it does establish a similar principle, 

the principle of ‘exchange of information’. Member states seem to be more than 

satisfied for the moment with this step-by-step approach to turn the general 

principle of availability into practice. Although in general terms a progressive 

approach might appear to be a low bid benefiting data protection,203 the price for 

it could be no framework decision on data protection, no European supervision 

(since Prüm does not foresee it) and no regulation of the many questions and 

problems surrounding third pillar data processing in general.204 
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Conclusion 
Data protection concerns grew out of worries regarding mass data processing 

by the state back in the 1960s. Laws on data protection were first established 

on a national level, and were later followed by certain tentative attempts to 

provide international and European harmonisation. The subsequent decades 

have brought a significant turn of focus, with private processing now placed 

in the forefront. This development has been fostered primarily by the fact that 

personal information acquired a commercial value during the 1980s, as well 

as by the consistent and repeated policy decisions taken when the 1995 Data 

Protection Directive 46/95 was released to leave all security-related processing 

out of its scope. By 2006, commercial processing enjoyed a comprehensive and 

well tested regulatory scheme while state (security) processing had none. It was 

then only a matter of time before such discrepancy made itself apparent; in this 

sense, the international ‘terrorism’ climate only aggravated an already existing 

problem that had become institutionally visible with the creation, by the 1992 

Maastricht Treaty, of the third pillar structure devoted to justice and home 

affairs policy-making.

The creation of an area of freedom, security and justice is the most ambitious 

project of European integration. The current speed of the development of an 

EU justice and home affairs policy contrasts strongly with the previous modest 

steps to combat terrorism in the TREVI groups of the 1970s and 1980s, as well as 

with non-Community efforts like Schengen, and has surprised many spectators. 

We have already offered an overview of this development: the Schengen acquis 

was integrated into Union law by the Treaty of Amsterdam in 1999, allowing 

the databases created under its rules, the SIS and Eurodac, to also come under 

EU law. Partly prompted by the terrorist attacks in New York and Washington, 

Madrid and London, numerous initiatives for combating terrorism and serious 

cross-border crimes, such as the Eurojust decision, the European arrest warrant 

and many others have been introduced, sometimes even in accelerated 

procedures. One of the main objectives in the third pillar is now to guarantee 

smooth, free data exchange and, accordingly, several new initiatives – both 

inside and outside the EU framework – have been launched to improve the 

processing and exchange of data in police and judicial cooperation. The SIS II, 

successor of the SIS I, and the VIS will increase the quantity of data stored by 

EU institutions; biometric information (now needed for residence permits and 

visas) has already transformed its nature.

Although it is clear that these developments demand appropriate political 

and data protection safeguards, discussing data protection in the third pillar 
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is, however, never easy, since there is no equivalent to the Data Protection 

Directive in the first pillar. Separate sets of rules have established a series of 

different actors, with each being responsible for the supervision of different data 

transfers according to different data protection norms and, furthermore, certain 

categories of data are stored and exchanged via various information systems 

(SIS, Eurodac, VIS) falling partly under the first and partly under the third 

pillar. These systems possess their own regulations and their own supervisory 

authorities, just as the institutions and bodies clearly falling under the third 

pillar, such as Europol and Eurojust, also have their own data protection 

regulations and their own supervisory authorities, even if, additionally, plans 

are being set up to give them access to some of the other information systems. 

Finally, the structure of European data protection also includes the European 

Court of Justice, which disposes of only a minimum of competences when it 

comes to the third pillar but is often forced to outline the thin line between the 

first and third pillars with regard to data processing issues.

To sum up, data protection in the EU is today a complex and obscure 

architecture that can only prove to be a labyrinth for the data subject affected, 

especially with regard to processing for law enforcement purposes. Still, a lot has 

already been achieved to improve the protection of data in the field, although 

it is not always very visible. Lack of European competences to regulate data 

protection regarding justice and home affairs has been remedied by using the 

1981 Council of Europe Data Protection Convention as a reference document 

and by creating national safeguards and national data protection authorities. 

Specific data protection provisions regarding Schengen, Europol and (to a 

lesser degree) Eurojust live up to expectations and foresee a valuable system of 

annual reporting to the European Parliament by the respective data protection 

authorities installed within these bodies. Most notably, first pillar competences 

to regulate data protection have had considerable, if indirect, implications 

for justice and home affairs processing of data. Indeed, the 1995 EU Data 

Protection Directive, although not applicable to these forms of processing, has 

led to national data protection laws with a general scope, including police and 

justice processing operations, as well as to the obligation to create and finance 

national operational data protection authorities that have become pivotal actors 

in the control of national police and judicial authorities and collaborate at the 

European level to help citizens to control their data. Precisely to enhance this 

cooperation, the 1995 directive established the previously mentioned ‘Article 29 

Working Party’, a unique data protection lobby established in the heart of the 

EU, very present in third pillar discussions with its opinions and its advice to the 

EU institutions, and this even despite its lack of formal powers to intervene.
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In addition, the 2001 Regulation No 45/2001 established the also very relevant 

European Data Protection Officer to supervise the processing of personal data 

by Community institutions. Although he has no competence to monitor the 

processing of personal data by bodies established outside the Community 

framework, he has become an important actor in third pillar data protection 

organisations, due to his explicit powers regarding certain databases, such as 

Eurodac, and his general assignment to cooperate with the data protection 

authorities in the third pillar, as well as his general consultancy role for all 

matters that could concern data protection in the EU. The data protection 

advice given by the EDPS to the EU institutions regarding third pillar initiatives 

can be considered as important as his other achievements.

The proposed framework decision on the protection of personal data processed 

within the framework of police and judicial cooperation in criminal matters 

is supposed to replace all stand-alone agreements for the exchange of third 

pillar data, regardless of whether they were concluded by single member states 

or they are EU instruments, or, at least, to constitute a common basis for all 

similar future agreements to observe. Having said this, it should also be noted 

that the framework decision should, from the beginning, accommodate all 

existing obligations until their expiration or amendment, by expressly referring 

to and acknowledging them. Nevertheless, these provisions should not conceal 

the framework decision’s real objective: to constitute the common basis for all 

data exchanges within the third pillar, both within and outside the EU; once it 

is released, all other case-specific legislation (for instance, Schengen, Europol, 

Eurojust, or bilateral member states’ agreements) will have to adhere to its 

provisions. It is probably the realisation of this central role that the framework 

decision would hold that led to such strong disputes about its final wording: at 

the time of writing this contribution, its formulation by the Council and the 

MDG is unacceptable from a data protection perspective and has raised a series of 

objections both by the EDPS and the Parliament. However, given the framework 

decision draft’s ‘birthmarks’, a text with absolutely no regard to almost half a 

century of data protection in Europe actually came as no surprise: it was born 

at DG Justice and further developed by the MDG, where the police and the 

Ministries of Interior are invariably represented, without the participation of 

any single data protection representative in the whole law making process. 

Things seem currently to be standing still, as the MDG has agreed the version 

of the text under consideration after a year and a half of discussions, the EDPS 

and the Parliament have rejected it altogether and the German Presidency 

has obviously not placed it at the top of its agenda. From a data protection 
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perspective at least, the only sensible way forward, would be to scrap the text 

altogether and work again on certain necessary improvements on the original 

proposal of the Commission, this time ensuring institutional data protection 

representation during the whole process: only in this way will the framework 

decision become once again a ‘data protection text’ rather than a ‘police 

cooperation’ document.

With these fundamental considerations in mind, and as a whole year has passed 

since the release of the first draft of the framework decision on the protection 

of personal data processed within the framework of police and judicial 

cooperation in criminal matters, it is undeniable that the final contents and 

wording of its, admittedly problematic, text will have to be carefully examined 

when they are finally released. In the meantime, a few assertions may be made. 

First, a similar instrument appears necessary to us, given the existence of case-

specific legislation (Schengen, Eurojust, etc). Although we believe most of these 

regulations have efficient data protection capacity, they inevitably have to be 

based on some kind of general text, a text that ought to have preceded them 

but which is, nevertheless, still welcome. In particular, we see a need for a text 

addressing specific new technological developments (such as profiling) and 

new models of policing (such as intelligence-led policing), not addressed in 

Convention 108 and Recommendation No R (87) 15. Also, there is an urgent 

need to regulate law enforcement transfers to third countries. Cases such as 

Swift and PNR call for a European approach. Since more of these cases are to be 

expected, this has to be a general one. 

Second, it is to be expected that the framework decision on the protection of 

personal data processed within the framework of police and judicial cooperation 

in criminal matters, although it may resemble the Data Protection Directive, 

will probably offer ‘less’ data protection than its title implies: its subject-matter 

(crime prosecution) and timing (the climate of international terrorism) appear 

to afford a greater level of ‘openness’ and ‘understanding’ to police and other 

crime prosecution-related needs – this might not have been the case ten years 

ago, but today it certainly configures a reality that cannot be overlooked. In our 

introduction, we discussed the position taken by the EDPS in 2006, calling for 

rapid and urgent regulation to balance newly proposed security policies (such 

as the principle of availability). It seems that the EDPS eventually changed 

his mind, as in his second opinion on the proposal for a Council framework 

decision on the protection of personal data processed within the framework of 

police and judicial cooperation in criminal matters, he wrote: 
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The EDPS recommends that the Council allows more time for the negotiations, 

so as to achieve a result that offers sufficient protection. Although the EPDS 

recognises the importance of adopting the Framework Decision by Council 

in the short term, he warns that the rapidity of the decision making should 

not lead to a lowering of the standards of protection.205 

Cautious pessimism about the sincerity of third pillar law making may explain 

this remarkable change of position. 
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